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The events of 11 September 2001 present military lawyers—like the rest of the U.S.
armed forces—with a variety of new challenges. Indeed, the war on terrorism raises complex
legal issues (not the least of which is whether it is a “war” at all!). As difficult as it may be to
determine what law applies to a particular question, the even more challenging task is to
translate the legal analysis into something understandable to commanders and their troops.
The purpose of this essay is to try to facilitate that assignment. What follows is a series
of predicable questions occasioned by recent events. Each is accompanied by a suggested
response. These answers are not intended to be comprehensive dissertations on every aspect
of the topic queried, but rather on designed to give the nonspecialist a cogent statement of the
key points.
Realistically, the practitioner would be well served to consider the responses more as
vectors for further study as opposed to final and definitive declarations. It is especially important
to ensure that the proposed answers are “Shepardized,” so to speak, to ensure compliance with
the most current authorities and national policy.
Nevertheless, it is hoped tha5 the format and citations would provide legal professionals
and their clients with a useful starting point in addressing the emerging challenges of America’s
first “war” of the 21st century.
1. What is terrorism?
Legally, terrorism is defined in the U.S. Code as “premeditated, politically motivated violence
perpetrated against noncombatant targets by sub-national groups or clandestine agents….”1
The U.S. Department of Defense defines it somewhat more broadly, calling it: “The calculated
use of unlawful violence or the threat of unlawful violence to inculcate fear; intended to coerce
or intimidate governments or societies in the pursuit of goals that are generally political,
religious, or ideological.”2
2. Does the U.S. consider terrorism a crime or an “act of war”?
Historically, the U.S. treats terrorism committed by persons not acting for a nation-state (i.e.,
“non-state actors”) as crimes to be addressed by domestic law enforcement authorities.3 The
U.S. is a party to a number of international treaties4 that speak to forms of terrorism, but most of
these conventions couch the acts as crimes and task the parties to establish criminal jurisdiction
over offenders.5 Terrorism committed by a nation-state (state-sponsored terrorism) is ordinarily
considered a national security issue to be addressed by the armed forces.
3. In terms of international law, what does “act of war” really mean?
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In the modern era the phrase “act of war” is more a political term than a legal one.6 Historically,
“act of war” usually referenced the rationale for nations to engage in international armed conflict.
It could be a variety of things, to include unfriendly economic and commercial actions, or even
simply insults to national pride. In today’s legal context, the U.N. Charter7 has supplanted the
concept of “act of war.” In Article 2 (4) of the Charter member nations rejected the very notion
of war by requiring members to “refrain in their international relations from the threat or use of
force against the territorial integrity or political independence of any state.”
4. Does the UN Charter outlaw all uses of force?
No. The UN Charter provides two principal exceptions to the prohibition on the use of force in
international affairs: 1.) The UN Security Council (not the General Assembly) can authorize
member nations to “take such action by air, sea, or land forces as may be necessary to maintain
or restore international peace and security”8 and 2) Force can be used in self defense under
Article 51 of the Charter. Specifically, Article 51 says that: “Nothing in the present Charter shall
impair the inherent right of individual or collective self-defense if an armed attack occurs against
a Member of the United Nations, until the Security Council has taken measures necessary to
maintain international peace and security….”9
5. The Security Council passed a resolution condemning the 11 September attacks; does
this provide legal authority to use force?
The Security Council adopted a resolution on 12 September 2001 that condemned the attacks,
expressed determination to combat terrorist acts by “all means”, re-affirmed the inherent right of
individual and collective self-defense, and expressed its readiness “to take all necessary steps”
to respond to the terrorist attacks.10 However, it does not itself constitute an explicit
authorization to use force except in self-defense.
6. What legal theory is the U.S. relying upon to justify the use of force against terrorists?
Self-defense. In its joint resolution authorizing the use of force, Congress noted that the attacks
of 11 September “render it both necessary and appropriate that the United States exercise its
rights to self-defense and to protect United States citizens both at home and abroad” in order “to
deter and prevent acts of international terrorism against the United States.”11
7. Does the Law of Armed Conflict (LOAC) apply to counter-terrorism operations?
Generally, LOAC only applies to international armed conflicts between nation-states and, under
certain circumstances, organized resistance movements. LOAC usually does not govern the
conduct of military or police personnel in law enforcement operations against non-state actors.
Where there is state sponsorship, LOAC would govern such operations. Nevertheless, as a
matter of policy, the U.S. armed forces must “comply with the law of war during all armed
conflicts, however such conflicts are characterized, and with the principles and spirit of the law
of war during all other operations.”12
8. You said LOAC only applies to international armed conflicts between states. Will our
response be considered part of an “international armed conflict”?
It depends. By definition, the Geneva Conventions apply in cases of “armed conflict which may
arise between two or more of the High Contracting Parties.”13 This means that the Conventions,
which form a large part of LOAC, apply mainly when nations fight. It’s hard to say if a response
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to a particular terrorist attack rises to the level of nations fighting. It may depend on the level of
involvement, if any, of any harboring or protecting state. If the conflict does not rise to the level
of “international armed conflict,” then - as a matter of law - very little of the Geneva Conventions
would apply. In that case, we could not – for example - demand that our soldiers be treated as
POWs as a matter of legal right if captured during such operations.
9. Is it legal to use U.S. military force in another state in self-defense against non-state
terrorists?
Yes. As a general rule employing military force is a last resort to be used only when law
enforcement efforts cannot be effective. 14 Ordinarily, dealing with terrorists is a matter for
resolution by the law enforcement and judicial authorities of the respective states. However, in
the final analysis most experts agree that all states “must be able to exercise their inherent right
under international law to defend themselves against all actors – non-state and state alike.”15
10. Is it legal to use military force in self-defense against a state that harbors non-state
actor terrorists?
Yes, under certain circumstances. Where non-state actor terrorists merely use a state’s territory
as a “safe haven”, and the ‘host’ state is unable to prevent the terrorists from operating there, a
victim state is still clearly entitled to use force against the non-state actors themselves in selfdefense - notwithstanding the violation of the sovereignty of the host nation such action
requires.16 Where, however, the host nation does more than merely acquiesce to the terrorists
presence but rather conspires with them, or aids or abets them, or becomes an accessory after
the fact, the actions of the terrorists become imputed17 to the state itself.18 In such “statesponsorship” situations the victim state may use such force as is necessary in self-defense
against the host nation itself so as to ensure that the host nation no longer presents a threat of
continued facilitation or support of terrorist operations.19
11. Is it legal to use force against countries that help, but do not harbor, terrorists?
Possibly. But remember, force may not be used to simply punish states that cooperate with
terrorism.20 However, self-defense may warrant the use of force if it is necessary to stop future
attacks. A lot depends upon the nature and magnitude of the support. An extract of an article
that appeared recently in the Wall Street Journal is instructive in this regard:
One of the most difficult legal issues is how to justify attacking states that may
have helped the groups that carried out the attacks, but aren't home to the
terrorists. "There may need to be a high level of culpability like aiding and
abetting terrorists," says Michael Scharf, a former U.S. State department lawyer
who now teaches at the New England School of Law in Boston.21
12. What exactly is permitted under the concept of self-defense?
The U.S.’s Standing Rules of Engagement (SROE) 22 says that in self-defense situations, the
“[f]orce used to counter a hostile act or demonstrated hostile intent must be reasonable in
intensity, duration, and magnitude to the perceived or demonstrated threat based on all the facts
known to the commander at the time.”23 Self-defense also includes the “authority to pursue and
engage hostile forces that continue to comment hostile acts or exhibit hostile intent.”24 From an
international law perspective, self-defense does not limit actions to just those necessary to
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counter an immediate, tactical danger; rather, it is permissible to continue the use of force on a
wider basis until the “aggressor is defeated and no longer constitutes a threat.”25
13. Do we have to wait until we are under attack again before we act in self-defense?
No. The U.S. and other (but not all) countries believe that anticipatory self-defense is inherent
in the basic right of self-defense. A Navy publication sums up the concept and its rationale very
nicely:
International law recognizes that it would be contrary to the purposes of the
United Nations Charter if a threatened nation were required to absorb an
aggressor’s initial and potentially crippling first strike before taking those military
measures necessary to thwart an imminent attack. Anticipatory self-defense
involves the use of armed force where attack is imminent and no reasonable
choice of peaceful means is available.26
Anticipatory self-defense provides the basis for using force in self-defense pursuant to
the SROE’s based on an adversary exhibiting “hostile intent.”27
14. What about “retaliation,” is that considered self-defense?
No. Retaliation, as that word is used in the law, is not permitted under international or domestic
codes. “Retaliation” is lex taliones, that is, the “infliction upon a wrongdoer of the same injury
which he has caused another.”28 Military (or, for that matter, even police) force cannot be
legitimately used to inflict punishment or retribution for its own sake; force may only be used to
the extent needed to restore peace and, where possible, bring criminals to justice. 29 If criminals
– to include war criminals – warrant punishment, that is the responsibility for the appropriate
courts and tribunals to determine; military forces cannot inflict summary punishment.30 The
Secretary of Defense recognized the important distinction between ‘retaliation/punishment’ and
‘self-defense’ in a 13 Sept 01 television interview. When asked about the possible use of force
against terrorists in “retaliation,” he corrected the interviewer: “I don't think of it as retaliation. I
don't think of it as punishment. I think of it as self-defense.”31 Likewise, in an interview on 20
October 2001 the Chairman of the Joint Chiefs of Staff stated explicitly: “The United States isn’t
into retribution.”32
15. What is a “reprisal”?
In legal terms, a “reprisal” is the legal use of an otherwise unlawful means in response to an
illegal act by the enemy. For example, if an enemy uses an illegal weapon, the concept of
“reprisal” would permit the use of weapons that would “otherwise be unlawful in order to compel
the enemy to cease its prior violation.”33 Reprisal can only occur in situations of international
armed conflict; in other words, there is no such thing as a legitimate “reprisal” against a nonstate actor criminal.34 Protocol I to the Geneva Conventions forbids reprisal against civilians
and civilian property.35
However, the U.S. is not a party to Protocol I and does not consider its proscriptions against
reprisals directed at all civilians to be part of customary international law. The U.S. is a party to
the Geneva Convention on Civilians,36 and follows its provisions regarding reprisals against
civilians. The Geneva Convention prohibits reprisals against protected persons and their
property.37 In general, “protected persons” are those who find themselves “in the hands” of the
opposing enemy.38 For example, in a scenario where the U.S. – acting pursuant to ‘reprisal law’
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- attacks civilian targets in a foreign nation, the reprisal would be lawful under the Geneva
Convention, as the foreign civilians would not be considered “protected persons” because they
are not “in the hands” of the U.S. .
16. Is it legal to have a ‘disproportionate response’ in a counter-terrorism operation?
In order to determine the legality of a ‘disproportionate response,’ it is vital to understand the
precise context in which the phrase is used. For example, there is no violation of international
law in using overwhelming force to achieve a legitimate military objective or, for that matter, a
bona fide law enforcement purpose. There is no requirement for a ‘fair fight’ so to speak. That
said, the concept of proportionality does come into play when considering noncombatant
casualties. Basically, LOAC prohibits attacks where the incidental loss of civilian life or property
“would be excessive in relation to the concrete and direct military advantage anticipated.” 39
17. Can terrorists be assassinated as part of a military operation?
No, but clearly understand that not all killing of individuals is “assassination” under international
or domestic law. It is true that Executive Order 12333 does not permit any U.S. government
employee – to include military personnel – to “engage in, or conspire to engage in,
assassination.”40 However, “assassination” ordinarily contemplates some measure of treachery
or perfidy. For example, killing someone protected by a flag of truce is unlawful assassination.
Absent treachery or perfidy, the prohibition against assassination does not prohibit the killing of
individuals when necessary in self-defense, nor the killing in armed conflict of individual leaders
who are directing or controlling armed forces.41
18. If U.S. military forces capture a terrorist, is he or she a POW?
Very unlikely. As mentioned before, the Geneva Convention that provides protections for
prisoners of war is limited to situations of “armed conflict which may arise between two or more
of the High Contracting Parties.”42 Moreover, even assuming that circumstance exists, the
captive usually must be a member of the armed forces of a Party to the Convention.43 (If such a
person has committed unlawful terroristic acts, he or she will be treated as a POW but tried for
crimes, including war crimes, where appropriate.) In any event, a non-state actor will almost
never qualify for POW status. Although it is possible, for example, for members of “organized
resistance movements” to be entitled to POW designation if captured, they achieve that status
only when such movements are: 1.) commanded by a person responsible for his subordinates;
2.) wear a fixed distinctive sign recognizable at a distance; 3.) carry arms openly; and 4.)
conduct their operations in accordance with the laws and customs of war.44 In an international
armed conflict, persons whose status is unknown are entitled to be treated as POWs until the
issue is resolved.
19. If a terrorist captures a U.S. military member, is he or she a POW?
It depends. If captured by a state actor (e.g., a member of the armed forces of a hostile
country) during armed conflict, the military member is entitled to POW status (unless, for
example, the individual was not wearing a military uniform such as when acting as a spy or a
saboteur in hostile territory). If captured by a non-state actor (e.g., a criminal) the U.S. military
member is technically not a “POW” but simply a crime victim – essentially a hostage.45 Unlike a
POW who can legally be held by the enemy power until the end of hostilities, a crime victim
should be immediately released, as it was not lawful for the non-state actor to hold them in the
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first place. It is expected that DoD would “call for their immediate repatriation and expect them
to be afforded the full protections accorded to lawful combatants until so repatriated.”46

20. Does the Code of Conduct apply in situations involving terrorist captors?
Yes, but there are special considerations. DoD Directive 1300.21, Code of Conduct Training
and Education, Enclosure 3 (8 Jan. 2001) contains explicit guidance on how the Code of
Conduct applies during captivity by terrorists.
21. What is the scope of the President’s authority to counter terrorism?
As Commander-in-Chief, the president has extensive power to take action in the interest of
national defense in emergency situations.47 However, this power is not unlimited. For example,
during the Korean War, President Truman ordered a government takeover of the steel industry
in anticipation of a labor strike that he feared would impede national security. The Supreme
Court set aside the order and held that the President’s emergency powers are limited to those
set forth in the constitution or provided by statute.48 Congress has, in fact, enacted a wide
variety of laws designed to empower the President in situations of war or national emergency.49
‘
22. Must Congress declare war before action can be taken against terrorists?
No. As Commander-in Chief50 the President has Constitutional authority to act in the nation’s
defense even in the absence of a formal declaration of war.51 In 1973 Congress passed the
War Powers Resolution,52 which requires certain reporting in situations where troops are
involved in hostilities or are deployed overseas equipped for combat. The report triggers a
sixty-day clock (extendable by the President for an additional thirty days) at the end of which
Congress must approve the continued operation in some way (e.g., declaration of war or other
action). Although Presidents have generally complied with the Resolution, none has conceded
its constitutionality.53
23. What are a commander’s obligations under LOAC?
Commanders must ensure that forces are properly trained in LOAC, observe it in practice, and
report LOAC violations in a timely manner.54 If commander orders, knew, or should have known
about a war crime, personal criminal liability may attach. The affirmative responsibilities of a
command are highlighted by the case of General Tomoyuki Yamashita. Yamashita, a Japanese
general who commanded forces in the Philippines, was tried as a war criminal following World
War II - even though he did not personally commit any atrocity. In upholding Yamashita’s
conviction and sentence, the Supreme Court concluded that:
The law of war imposes on any…commander a duty to take such appropriate
measures as are within his power to control the troops under his command for
the prevention of acts which are violations of the law of war and…he may be
charged with personal responsibility for his failure to take such measures when
violations result.55
Yamashita was executed near Manila on 23 February 1946.
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24. How can military members be sure that the orders they are given in counterterrorism operations comply with the law?
Military members have an obligation to obey only lawful orders; the defense of blind obedience
to ‘superior’ orders was rejected at Nuremberg56 and does not exist today. However, under U.S.
military law, members of the armed forces may infer that all orders are lawful unless they are
“patently” illegal.57 This should rarely be an issue because for U.S. forces trained legal advisors
generally review all operations’ plans to ensure their lawfulness. Specifically, DoD policy
requires that “all operation plans…concept plans, rules of engagement, execute orders,
deployment orders, policies, and directives are reviewed by the command legal advisor to
ensure compliance with domestic and international law.” 58 Further, Protocol I of the Geneva
Conventions requires legal advisors to be available at all levels of command,59 and this is also
incorporated into DoD policy. 60
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