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Thesis directed by Associate Professor Catalin Grigoras
ABSTRACT
WhatsApp 1s a popular cross-platform messaging service that 1s used by a sizable fraction of
the world’s population for passing along all manner of information. This paper compares the
differences introduced n video files sent, and then received via WhatsApp. It utilizes videos
created m native video recording applications, and where possible, files recorded in the WhatsApp
application using the recording feature. The information gathered in this research project will be
useful i understanding changes to the file structure of video files sent through WhatsApp, which
aids 1n the process of video authentication for forensic purposes. It will also explore the differences
i available acquisition methods of the files sent through WhatsApp to preserve as much data as
possible for forensic purposes. To achieve this the study will look at metadata, binary data, file
structure, and any other relevant observations.
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CHAPTERI
INTRODUCTION
Humans are social creatures, drawn to communicate with each other. Technology
developed by mankind to facilitate communication seeks to fill the basic need for connection
between people, and while the tools evolve over time the fundamental purpose remains. Modern
mstant messaging platforms share underlying similarities with the telegraph, which was designed to
send short messages over long distances as quickly as possible. From the first telegram i 1844
until present times humans continue to send short messages - sentences at a time - to people who
are far away, albeit with the added ability to send 1mages, videos, and audio recordings. This
functionality 1s equally useful for non- personal and formal purposes. Businesses, celebrities, and a
plethora of entities use this technology daily, just as do persons with ill-intent. Disputes arise from
messages sent, offenses are committed, and sometimes evidence of wrongdoing 1s transmitted
through messaging services. Thus, it 1s important for mvestigators to have knowledge of how these

services work to aid i examination for forensic purposes.

Evolution of Messaging

Text messaging 1s defined as alphanumeric communication sent from one electronic device
to another, utilizing a cellular network[1]. SMS (Short Message Service) messaging is a form of text
messaging originally designed for mobile phone use with a typical length of 160 characters and
provides convenient low-cost way to send information quickly between users[2]. MMS (Multimedia
Messaging Service) builds on SMS by adding images, audio, and video files[3]. SMS and MMS are
popular services for the ability to communicate at low cost, with 5 billion persons utilizing these

services the world over[4].



Instant Messaging (IM) builds on the foundations of MMS but works over internet only services,
whereas SMS and MMS travel over cellular networks. IM also takes the concept further by
mtroducing a dedicated application which allows users to create a list of ‘contacts’ to communicate
with and includes a plethora of features that MMS cannot accommodate because of the technical
limitations imposed by mobile networks. There can be a cost advantage to using Instant Messaging
since 1t 1s available over the internet and allows for unlimited messaging at no extra charge,
compared to text messaging which may incur costs depending on the destination of the message[5].
Rich Communication Service (RCS) is similar to WhatsApp in general functionality, facilitating
mstant messaging, sending of media files, and read receipts, among other features on mobile
devices as an alternative to SMS and MMSI6]. Facilitation of RCS messaging can be handled by
the mobile data network where available and 1s otherwise facilitated by Google servers. RCS 1s
currently controlled by Google, and works on Android smartphones with no current scope for
them working on Apple iPhones, as RCS is seen as a rival service to Apple’s iMessage|7]. Other
than unavailability on 1Phone, the adoption of RCS 1s also limited as 1t 1s available only in the

United Kingdom, Germany, Mexico, and the United States at the time or writing[8].

Description of WhatsApp

WhatsApp 1s a cross-platform communication service that employs end-to-end encryption
for all communication. It is at the core an mstant messaging application, expanded to offer
additional features. WhatsApp 1s owned by Facebook as one of their instant messaging platforms
and has worldwide reach unlike most other mstant messaging platftorms. Over 2 billion persons in
more than 180 countries use WhatsApp, with 1 billion daily active users sending 65 billion

messages per day[9].



To access the platform, WhatsApp provides native applications for Android, 108,
Macintosh, Windows, and Chrome OS. A user simply needs to mstall the application on a
mobile/cellular device and register the phone number of that device with WhatsApp - once
registered it uses the ‘phonebook’ of the device to build a contact list, and thus it requires no
further actions to connect individuals. WhatsApp offers instant messaging, Voice-Over-IP calls,
video calls and group chats. Like MMS services, it allows for the sending of still images, audio
recordings, and video recordings.[10]

With such ease of access to free encrypted communication, WhatsApp can be used for
illegal activity, and so it 1s important to understand what to expect when one examines data
extracted which may have been suspected to be evidence of an offense.

The purpose of this research paper 1s to glean useful information about how a video
changes as it passes through WhatsApp. It will examine the changes made to files at a structural
level and compare different methods of downloading video files sent through WhatsApp to

preserve as much information as possible.

Previous Research

There has been much research into related areas on which this paper builds. Risemberg
details in the paper “File Structure Analysis of Media Files Sent and Received Over
WhatsAppl[11]” an analysis of the effects of WhatsApp on a variety of media sent through the
service. While 1t examines in detail images and audio recordings it doesn’t investigate videos
transmitted.

As far back as 2011 there was a need for analysis of the files sent through social media
platforms. “A Forensic Analysis of Images on Online Social Networks” by Castiglione, et al, looks

spectfically at this, urging at the time that the state of technology may change soon and so the work
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needed to be updated[12]. This is not a novel idea as numerous other researchers have targeted
this area of study. Pippen saw the need to examine Facebook specifically to gain insight into
changes made to files when passed through this platform[13]. Orr and Castro examined
WhatsApp for Android specifically to establish chronology of contacts and messages for
mvestigative purposes|14]. Anglano researched the reconstruction of a messaging history with the
assistance of artifacts left behind by WhatsApp|[15]. Based on the widespread use of such social
media services, it 1s integral and beneficial to the forensic community to have this research
available. It must also be considered that technology 1s changing constantly and so the need for
research 1s on-going.

Fundamentally, this paper uses the general idea that there is a need for an understanding of

how a variety of social networks change files, and it 1s the author's intention to contribute existing

the body of knowledge.



CHAPTER II
MATERIALS
The aim of this research was to determine the kinds of changes that occur when a video
file 1s sent over WhatsApp. Since WhatsApp 1s a cross-platform service, the experiment was
carried out using multiple Operating Systems (OS) and devices to simulate a wide variety of
transfers. The platforms used for testing were Android, Chrome OS, Macintosh OS, and
Windows 10.

Table 1. Devices used for sending and receiving of files

Operating ‘WhatsApp
Device Make | Device Model System OS version version Function
2.20.197.2
Nokia 6/TA-1000 Android 7.1.1 0/2.20.200. | Sending only
22
Redmi Note 5 9 (MIUI 2.20.197.2
Xiaomi (unlocked Android Global 0/2.20.200. | Receiving only
bootloader) 11.0.3.0) 29
Hewlett Chromebook Chrome OS 8:).0.‘4(1 83. 9.9035.14 Sendlln.g &
Packard x2 133 receiving
MacBook Pro Mojave
Apple 13inch, mid Macintosh . 2.2027.10 | Sending only
10.14.6
2012
Apple IMIil;t’eZ; Olilfg h, Macintosh 11\/(1)0”1];22 2.2035.15 | Receiving only
10
Version
Aspire Eb- : 1903, o One Sending &
Acer 575/N16Q2 Windows Build 2.2035.14 receiving
18362.108
2

<



Video Creation

Each device utilized for sending was used to first create its own videos, and then those
videos were sent over WhatsApp. The default settings were used for video recordings in all cases
except those which required a change in resolution to test the platform’s handling of difterent
resolutions. Video recording settings were only changed for a subset of files that were sent from the

Android Device.

File Sending and Receiving

Two separate WhatsApp accounts were used for the experiment; the sending account A
and the receiving account B were always used for their respective purposes. All files created were
sent from account A to B, and then all files sent and received were transferred to the iMac

computer used for analysis. No files were forwarded for the use of this experiment.

Data Transfer

For the two Android devices used, transfers were done via USB cable, utilizing Android
File Transfer[16]. Files created and received via Chromebook were transferred by zipping them
and uploading them to Google Drive. The file created on the MacBook Pro was collected via flash
drive, whereas files downloaded on the iMac using account B were kept on that system as this was
where analysis was carried out. The file sent and those received from the Windows computer was
transferred via USB flash drive - first by zipping and then being copied onto external storage for

transfer to the iMac computer.
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Data Integrity

Where possible all transferred files were checked for their integrity via hashing. File
hashing 1s the process of summarizing a file into a fixed-length string of characters by passing the
contents of the file through a hashing algorithm. This resultant string of characters known as a
checksum 1s unique to each file based on its contents, and if any data in the file changes a different
checksum will be returned[17]. Likewise, once the same data 1s passed through the same hashing
algorithm 1t will return the same checksum.

The SHA-256 hashing algorithm was used to verity the itegrity of the video files as they
were transferred between the various devices. For the Android devices there was no known way to
hash the files created. On the Chromebook, Macintosh and Windows computers, SHA256

hashing was utilized to ensure that the files remained unchanged throughout the transfer process.

Stream Hashing

While file hashing 1s useful to ensure data integrity in file transfers it can also be useful to
check for changes made to specific components of a file. A video file 1s made up of metadata, a
video stream and an audio stream wrapped in a file container[18]. When a file 1s modified any
changes to each of the four components will return a new checksum when hashed. And so to help
us to understand the changes to a file in a more detailed way, we can run the video and audio
components of the file as 2 separate components to be hashed[19]. This is referred to as stream

hashing and was used throughout the experiment.

FEMPLEG VIDEO STREAM HASH COMMAND
Simons-iMac:Created on Windows simonvictor$ ffmpeg -loglevel error -1 *WIN_202009€4_10_51_38_Pro.mp4*”
~map B:v:@ ~f hash -hash sha256 -
SHA256=538129ab96ddf9b3a508eb92d608eabrc918081e2865¢8d4202591d892ech548d5b

VIDEO STREAM CHECKSUM

Figure 1. FEMPEG video stream hashing command and checksum



Stream hashing of the video and audio streams was carried out to gain mnsight into what
changes occurred at different stages of processing within the uploading and transferring of files
through WhatsApp. Figure 1 on the previous page shows an example of a video stream hash in
FFMPEG.

Stream hashing is also useful to determine that while the metadata contents in the container

of a file may have changed the media content remains the same.

Data

The videos were transferred utilizing sending account A and receiving account B. In some
mstances, a video was sent and received on the same device utilizing different accounts, resulting in
2 separate files - the video created, and the video received from WhatsApp. Figure 2 on the next
page shows the devices used to create files and send them from account A, along with the
corresponding devices used to collect those files using account B.

Files were first created on each device and then sent via WhatsApp. On the Android
phone files were recorded via the native Camera app, Open Camera[20], and in WhatsApp. On
Macintosh and Windows files were only recorded via native applications provided with the
operating system for recording images. On the Chromebook the files recorded using the native
1maging application weren’t playing when opened on other devices, and so the application Open
Camera was used to create the video sent from the Chromebook. Figure 2 on the following page

llustrates the distribution methods utilized.



Nokia 6 HP X2

‘47 T
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10 10

Figure 2. Devices used for sending and recerving video files

Resolution

The resolution of the files transmitted were seen to be a factor which determined the
treatment in processing when sending files from the Android device.

Resolution refers to the number of pixels that are used to reproduce a digital image. All
digital images which are displayed on electronic displays are created by an array of pixels held in a
specified arrangement. Each pixel has a specific color and brightness value, and when all pixels are

displayed as specified it gives the illusion of an image being displayed[21]. Video resolution is



generally specified in a rectangular shape with the resolution being defined as number of pixels

wide by number of pixels high, or Width x Height[22].

High Definition resolution was first adopted by National Television System Committee as a

standard and 1s defined as 2 different sizes - 1280x720 (HD) and 1920x1080 (Full HD)[23]. Based

on the observations from preliminary tests, differences n resolution seemed to bring about varying

outcomes relative to whether a file’s video and audio streams would be re-encoded went sent via

WhatsApp. It was thus determined that video recordings needed to be collected at HD, Full HD,

and a lower resolution i order to track changes made to files due to their resolution. Table 2

shows all files collected with emphasis on the original resolution, compared to the resolution after

being sent through WhatsApp.

1able 2. Changes to resolution of files sent through WhatsApp

Sending Platform ;{: ;Ei:ggl Resolution & File size R(e)sr(iirtliajn ResDo(l)nggazgter

Android Native Camera app 1080HD > 64MDB 1920 x 1080 640 x 352
Android ‘WhatsApp 720 HD 1280 x 720 1280 x 720
Android Native Camera app 1080HD < 64MB 1920 x 1080 640 x 352
Android ‘WhatsApp Max length recording 1280 x 720 640 x 352
Android Open Camera <HD < 64MB 1024 x 768 1024 x 768
Android Open Camera <HD > 64MB 1024 x 768 640 x 480
Android Open Camera 720HD < 64MB 1280 x 720 640 x 352
Chrome Open Camera < 64MB 1920 x 1080 1920 x 1080
macOS Photo Booth < 64MB 1080 x 720 1080 x 720

‘Windows 10 Native Camera app < 64MB 1280 x 720 1280 x 720

10



File Format

The format of a file determines how the data is stored and encoded[24]. The format of a
file 1s specified by the container[25], as this ‘contains’ the data that we access. The way that the
container organizes the data stored 1s referred to as the structure. In some cases, the same data can
be transferred to different containers, as different containers are useful in different instances. The
container type 1s typically easily identified by the file extension, designated by a period and a string

of characters, for example .mp4, .wmv, .avl.

File Structure

The structure of a file refers to the way that the subsets of data within the file are
arranged[24]. Much like a well-ordered physical environment, there is an order to how the
mformation is stored within the file, based on the rules stipulated by the file container. In a video
file one would expect to find general metadata, video, and audio as distinct components with the
ability to access and manipulate or analyze each part independently. In a video file we examine the
structure based on the arrangement of the separate components, along with the internal

arrangement and information found i those components.

Metadata

Metadata 1s referred to as data which describes data. It holds basic information about the
file and 1its attributes, which facilitate the handling and categorization of the files[26]. This also
simplifies the processes of finding and working with files on a system in which they are stored.
Metadata in a video file would be expected to provide at the very least the resolution, codec, and

duration of a file.
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General

MPEG-4 (Base Media / Version 2): 93.3 MiB, 6mn 11s Duration: 6mn 11s
1Video stream: AVC Overall bit rate: 2 105 Kbps
1 Audio stream: AAC LC Encoded date: UTC 2020-10-11 11:36:42

Tagged date: UTC 2020-10-11 11:36:42
com.android.version: 7.1.1

Go to the website of a player for this file

Streams

Video: English, 2 001 Kbps, 1024*768 (4:3), at 29.930 fps, AVC (NTSC) (Baseline@L3.1) (1 Ref Frames)
VideoHandle

Audio: English, 96.0 Kbps, 48.0 KHz, 2 channels, AAC LC
SoundHandle

Figure 3. “Simple view’ of metadata in Medialnfo

Typically, much more information is stored i metadata and the ability to access and

examine this information was important in the analysis of files in this experiment.

Key Value
4- @y /Volumes/Storage/Projects/2020/Thesis/Collected Files
/@ General
i Complete name Nolumes/Storage/Projects/2020/Thesis/Collected Files/Collected from
& Format MPEG-4
& Format profile Base Media
- [ File size 2.78 MiB
.l Duration 105693 ms
.l Overall bit rate 2184 kb/s
T Video
ED 1
& Format AVC
& FormavInfo Advanced Video Codec
& Format profile Baseline
& Format level 3
- [l Format settings, CABAC No
I Format settings, ReFrames 1 frame
|k Codec D avcl
| Duration 105658 ms
& Bitrate 2090 kb/s
& Width 640 pixels
& Height 352 pixels
I Display aspect ratio 16:9
[ Frame rate mode Variable
-l Frame rate 29.930 FPS
B Minimum frame rate 15.013 FPS
B Maximum frame rate 30.141 FPS
& Standard NTSC
& Color space YuvV
-l Chroma subsampling 4:2:0
.l Bit depth 8 bits
- [ Scantype Progressive
| Bits/(Pixel*Frame) 0.310
|k Stream size 2.66 MIB (95%)
| Color range Limited
& Color primaries BT.601 PAL
& Audio
~& D 2
-l Format AAC

Figure 4. Metadata showing specifications and mformation on a video file

& Formauinfo
& Format profile

Advanced Audio Codec
LC

& CodecID mp4a-40-2
& Duration 105693 ms
| Duration_FirstFrame 5ms
- [ Bit rate mode Constant
.l Bit rate 96.0 kb/s
& Channel positions Front: LR
& Sampling rate 48.0 kHz
| Frame rate 46.875 FPS (1024 SPF)
& Compression mode Lossy
B Stream size 125 KiB (4%)
- [ Channels 2
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The metadata of a file 1s typically stored separately and distinctly from the audio and video

data of the file, generally at the beginning or the end of the data.

The metadata stored at the beginning of a file is known as the file header[27]. Most pieces

of software leave a marker with information or make drastic changes to a file’s header. It is not
uncommon to see the name of software stored 1n the metadata of a video that would have been

used to edit or transcode the file. For this purpose, forensic examiners often search for keywords

within the metadata of the file to look for traces of software that may have been used to manipulate

1t In some manner.

‘While some metadata 1s human-readable as ASCII text, much of the metadata of a file
needs to be decoded with a hexadecimal editor. Figure 5 below shows an example of metadata

mterpreted while Figure 6 on the following page shows the same metadata as seen through a

hexadecimal reader.

Offset
0x00000000
0x00000000
0x00000008
0x0000000c
0x00000010
0x00000014
0x00000018
0x00000018
0x00000020
0x00000030
0x00000030
0x00000038
0x000000a4
0x0000656¢
0x0000d8e9
0x0000d8e9
0x0000d8f1

Key

4w File Type (24 bytes)

: .7aw Header (8 bytes)

h MajorBrand

§ MajorBrandVersion

§ CompatibleBrand

§ CompatibleBrand
4-mybeam (24 bytes)

E mw Header (8 bytes)

j Unknown

4@ File header (55481 bytes)
7@ Header (8 bytes)

./mw Movie header (108 bytes)
.7 Track (25800 bytes)
7w Track (29565 bytes)
47w Data (29456810 bytes)
& Header (8 bytes)

Value

mp42
0 (0x0)
mp42
isom

(16 bytes)

(29456802 bytes)

Figure o, Metadata showing the basic organization of file structure



....ftypmp42....
mp42isom. .

gB€.é.@[JARE. "

e.

Figure 6. Metadata displayed in a hexadecimal editor

Video and Audio Streams

A bit-stream 1s defined as a series of bits in the transmission of data[28]. In a file the video
and audio are both stored separately in the container and the information stored in each bit-stream
can be observed and handled separately, thus allowing for analysis integral to examination of the

structure of a file.

Codecs

A CODEC i1s a coder and decoder algorithm used to encode and decode a data
stream[25]. For use in a computer system data must represented as bits which must be encoded by
an algorithm to facilitate the storage and handling of the data. In order to access the stored data, it

must then be decoded using the mverse algorithm. In media files, many codecs exploit imits of the
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human auditory and visual systems to remove unnecessary data to make them optimized for

efficient storage and transmission within a system.

Dataset

The full dataset used i this experiment was as follows: 10 files recorded with various

devices and then sent over WhatsApp to be downloaded by 4 devices, yielding 40 files

downloaded.

The dataset contains a total 50 files. 7able 3 below shows the list of files sent and number

of downloads on each device.

1able 3. List of files recorded (sent) and received (downloaded)

File File
Recording | Resolution & File | format of | format of
Platform size original | received
video video
Android 1080HD > 64MB mp4 mp4
720 HD
Android (WhatsApp mp4 mp4
recording)
Android 1080HD < 64MB mp4 mp4
Max length Each file Fach file Fach file FEach file
Android recording in mp4 mp4 downloaded | downloaded | downloaded | downloaded
‘WhatsApp on Android on on MacBook | on Windows
. ) phone Chromebook Pro 10
Android ] <HD<GIMB ) mpt | mpdb | 1050 | Total-10 | Total-10 | Total- 10
Android <HD > 64MB mp4 mp4 files files files files
Android 720HD < 64MB mp4 mp4
Chrome < 64MB mp4 mp4
macOS < 64MB mov mp4
‘Windows 10 < 64MB mp4 mp4
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CHAPTER II1
METHODOLOGY

Video files sent over WhatsApp are modified in some form, and this paper seeks to
determine how and to what extent.

Based on research, social media applications do not simply pass a file through its platform
unchanged[13]. There are considerations for file standardization, concerns about privacy, issues of
bandwidth at scale, and optimization of the network. And so, we know that the files will be
changed in a way that best suits the objectives of the platform while remaining apparently the same
to casual users. The important information that i1s being sought in this research 1s to determine how
video files change through transmission so that we can know what to expect when examining video
files purported to be sent through WhatsApp. This comparison highlights the differences i file
handling to determine a pattern that may be useful for forensic purposes.

The methods of analysis chosen in this experiment were selected to best reflect the stated
purpose; changes made to the video file’s structure and bit streams. To this end special attention
was paid to the file container, the metadata stored, the hierarchy of metadata, and the video and

audio streams.

Software Used

‘WhatsApp Native and Web Applications

WhatsApp offers native standalone apps to access the service on Android, Macintosh &
Windows operating systems. On Chrome OS there was no native application at the time of writing
and so the web application was used to access the service. Neither the web application, Macintosh,
or Windows applications offer video recording via WhatsApp, and so Open Camera was used to
capture video on these three devices.
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Software Used for Analysis

For analysis purposes 010 Editor[29] was used to examine the hexadecimal information

along with the file structure.

.android.version)
%ilst Soeo

Template Results - MP4.bt &
Name Comment
Box[0] ftyp 3 3 File Type Box
struct boxheader hdr ftyp [size=16] Fg:
Major Brand mp42 Fg:
Minor Version Oh Fg:
Compatible Brand[0] isom Fg:
Compatible Brand[1] mp42 14h 4h Fg:
Box[1] moov 18h 4EEEh Fg: E Movie Box
Box[2] free 4F06h COE18h Fg: g: Free Space Box
Box[3] mdat C5D1Eh 647A933h Fg: 5 Media Data Box

Figure 7. Metadata exanunation in 010 Editor
Media Conch was used to specifically check the hierarchy of the file structure.

Medialnfo[30] was used to look at the specifications of the file’s video and audio data.

FFMPEG/|31] was used to hash the video and audio streams. MATLAB[32] was used for keyword

searching in the metadata.
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Files Used

Based on preliminary tests done with data, it was determined that the dataset should be
made up of several different files. The preliminary tests showed that certain video files that had a
resolution of over 1280 x 720 pixels would be re-encoded by the Android application but in other
mstances this was not the case. Therefore, several files were recorded on Android to test the
conditions under which re-encoding happens.

WhatsApp applications on Macintosh and Windows and the web application run on
Chromebook only allowed for the uploading of video files smaller than 64MB. This contrasts with
the mformation on WhatsApp FAQ page that states that WhatsApp only allows file sizes of under
16MB to be sent[33]. These applications also did not allow video recording, although they did
allow for a photograph to be taken. Thus, any files sent through these applications had to be
recorded mn another application and must have been smaller than 64MB. This narrow criterion
meant that it was only necessary to send one file from these applications.

The preliminary tests showed that the Android application 1s not so narrowly restricted.
Based on the tests carried out the Android application allowed for files larger than 64MB to be
uploaded from the phone’s internal storage. It also allowed video files to be recorded in the
application up to a limit of 64MB file size, with the restriction being enforced by stopping the
recording when the limit 1s reached. Based on this, several files were sent from the Android device
to test various conditions. The following conditions were tested: natively recorded over 64MB,
natively recorded under 64MB, WhatsApp recorded up to 64MB, WhatsApp recorded under
64MB, natively recorded over 64MB smaller than HD, natively recorded under 64MB larger than
HD, natively recorded under 64MB smaller than HD. Table 4 on the next page gives details about

the video files recorded along with the criteria met.
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1able 4. Files recorded in Android, along with criteria

Sending Platform Recording Application Resolution & File size
Android Native Camera app 1080HD > 64MB
Android ‘WhatsApp 720 HD (WhatsApp recording)
Android Native Camera app 1080HD < 64MB
Android ‘WhatsApp Max length recording in WhatsApp
Android Open Camera <HD < 64MB
Android Open Camera <HD > 64MB
Android Open Camera 720HD < 64MB

While general file hashing was useful for verifying the integrity of files transferred, stream
hashing was used to verify the integrity of the video and audio payloads. If a file 1s transferred
through WhatsApp the file’s hash may change because of a change relating to the structure of the
file, but the audio and video data may be 1dentical to what was sent. To detect such differences,
hashing of individual audio and video streams was employed.

Keywords were searched for in the metadata of the files. The MATLAB keyword search
function 1s designed to examine the metadata of a file to find words that may have been left by

software that may have processed the file.

Analysis

Applications Used

The files were analyzed for changes in container, structure, video and audio bits-streams.
Hexadecimal examination was carried out using 010 Editor for its ability to employ user templates
to assist in 1identifying different parts of the data chunks of a file. It 1s also useful in describing

different parts of a file when examining the structure, highlighting the area under examination and
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showing user readable information n a clear manner. The files were cross-checked on another

hexadecimal editor Hex Fiend[34] to ensure that the same information was shown.

1able . Software used for analysis

Application Software Version
010 Editor 11.0
Android File Transfer 1.0.12 (1.0.507.1136)
MediaConch 18.03.2
Medialnfo 19.09
FFMPEG 4.3.1
Exaftool 12.07
Hex Fiend 2.8
MATLAB R2019a update 5
(9.6.0.1174912)

Android File Transfer 1s a light-weight application made by Google to facilitate access to
the file system through a desktop computer. To transfer files from the Android phones, these
devices were connected to the computer via USB cable.

MediaConch[35] is a tool designed to check media files for compliance to standards. It was
used for checking and displaying the structure of the files, showing the size of chucks and the
hierarchy of metadata. This was cross-checked with information gathered from 010 Editor.

Medialnfo was chosen to gather metadata on the files. This software 1s a popular free tool
that shows in depth information about files with the ability to arrange the views to best suit the
needs of the user. Metadata about the file and the data streams was gathered with this software.
Exiftool[36] was used to crosscheck the results of Medialnfo, however this was not as easily
readable 1 comparison to and so was used to verify results. Additionally, 1t also showed more

iformation which was beyond the scope of this experiment and thus was not used for heavy data
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gathering. T'o minimize the possibility of errors n this process Medialnfo was used for the ease of
following the graphical user interface to gather information.

FFMPLEG 1s a cross platform software package used for media recording, conversion and
analysis. It 1s an open-source command line application that 1s designed to handle a wide array of
media files.

MATLAB is a cross platform programing environment and language used for scientific
processing and analysis. It was used 1n this experiment to search for keywords stored within the
metadata. Any instance of the following text in 7able 6'will appear as being found 1f 1t exists within
the examined files:

1able 0. Keywords used to search metadata

ACD Ducky imagenomic noiseware picnik windows
ACDSee Elements iPhone Paint Picnik XnView
Adobe FastStone Imaging PaintShop Prescan Android
adobe gd-jpeg ImagelO.framework paintshop quicktime android
Apple GIMP Irfan photomapper Quicktime ANDROID
AppleMark Gimp IrfanView Photomatix QuickTime  Chrome
ashampoo | gimp Jurnalul photoscape ScannerID CHROME
bibble http://ns.adobe.com kipi Photoscape Snapseed Chrome
Barcroft http://ns.microsoft.com/photo LEAD PhotoScape snapseed Mac
capture http://www.iec.ch microsoft Photoshop Standard mac
coachware http://purl.org MicrosoftPhoto photoshop Systems MAC
commander http://www.w3.org MicrosoftPhoto:DateAcquired  PhotoSnap Technologies WhatsApp
Corel imageready MicrosoftPhoto:LastKeyword photowatermark ViewNX whatsapp
corel idimager Neatlmage picasa watermark

digikam idlmager Nero Picasa Windows
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Computer Used for Analysis

The computer used for analysis was an Apple iMac 27 inch (late 2013) running mac OS

version 10.14.6.

Areas of Testing

Based on the hypothesis and the intended areas of analysis the following areas were tested

and compared.

e File Structure

e Metadata chunk categories and sizes

e File hash checksum

e Audio/Video hash checksum

e File sizes and bitrates

e Resolution

e Codec

e Container

e Iramerate

e Duration

e (Color-space, chroma sub-sampling, bit-depth
These areas of interest allow the files to be examined to gain understanding about the changes
made to through transmission, and ultimately whether these changes are significant for the purpose

of examination during investigation.
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Structure

CHAPTER IV

RESULTS

The structure of all of the files changed once they were sent through WhatsApp, albeit to varying

degrees based on the device used to send it.

RECORDED ON ANDROID, WHATSAPP - 720HD < 61MB

DOWNLOADED

Offset
0x00000000
0x00000000
0x00000008
0x0000000¢
0x00000010
0x00000014
0x00000018
0x00000018
0x00000020
0x00000¢93
0x00000¢93
0x00000¢9b
0x013ee190
0x013ee190
0x013ee198
0x013ee204
0x013ee27d
0x013f04c2
0x013f2781
0x00000¢9b
0x00000d9b
0x00000e9¢
0x00000fb0
0x000010a1
0x000011b2
0x000012a7
0x000013b2
0x00003d9b
0x00005bf0

Key
+ @ File Type (24 bytes)
(- mw Header (8 bytes)
B MajorBrand
B MajorBrandVersion
Bk CompatibleBrand
-k CompatibleBrand
4+ Free space (3195 bytes)
(- mw Header (8 bytes)
& Data
+ 7@ Data (20894973 bytes)
(7w Header (8 bytes)
- Data

4+ @ File header (17905 bytes)

(- mw Header (8 bytes)

(@ Movie header (108 bytes)
- mwMetadata (121 bytes)

(/@ Track (8773 bytes)
i~/ Track (8895 bytes)

4 Second pass (18446744073688704282 bytes)

(@ 2 (256 bytes)
- aw 2 (257 bytes)
(7w 2 (276 bytes)
@2 (241 bytes)
—aw2 (273 bytes)
(@ 2 (245 bytes)
@2 (267 bytes)
a2 (267 bytes)
{71 (7765 bytes)
i@ (809 bytes)

Value

mp42
0 (0x0)
isom
mp42

(3187 bytes)

(20894965 bytes)

Offset Key Value
0x00000000 4w File Type (24 bytes)

0x00000000 (- mw Header (8 bytes)

0x00000008 B MajorBrand mp42
0x0000000¢ -[§ MajorBrandVersion 0 (0x0)
0x00000010 & CompatibleBrand isom
0x00000014 -l CompatibleBrand mp42
0x00000018 4 7awbeam (24 bytes)

0x00000018 (- mw Header (8 bytes) ADDLED

0x00000020 & _Unknown (16 bytes)
0x00000030 4@ Free space (3195 bytes)

0x00000030 (mw Header (8 bytes)

0x00000038 -k Data (3187 bytes)
0x00000cab 4@ File header (17905 bytes)

0x00000cab (- fmw Header (8 bytes)

0x00000cb3 (- aw Movie header (108 bytes)

0x00000d1f (- /aw Metadata (121 bytes)

0x00000d98 . mw Track (8773 bytes)

0x00002fdd /@ Track (8895 bytes)

0x0000529¢c 4@ Data (20894973 bytes)

0x0000529¢ (@ Header (8 bytes) NEW

0x000052a4 B Data LOCATION (20894965 bytes
0x013f2799 4@y Second pass (18446744073688722187 bytes)
0x000052a4 a2 (256 bytes)

0x000053a4 w2 (257 bytes)

0x000054a5 @2 (276 bytes)

0x000055b9 a2 (241 bytes)

0x000056aa {2 (273 bytes) 17905 BY'TES
0x000057bb (a2 (245 bytes) LARGER

0x000058b0 a2 (267 bytes)

0x000059bb —aw 2 (267 bytes)

0x000083a4 @1 (7765 bytes)

0x0000a1f9

a1 (809 bytes)

Figure 8. File structure analysis. Minimal changes made to the structure and data

For files sent via Chrome web, and Windows 10 applications there was minimal change as shown

i Figure 8. In each of these instances a BEAM atom was added to the metadata as in Figure 9 on

the following page.
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vio-20201015-wA0033.mp < [

00 00 00 18 66 74 79 70 6D 70 34 32 00 00 00
[DIVORELSEY TR EN) 00 00 00 18|62 65 61 6D
01 00 00 00(01 00 00 00|00 00 00 00|02 00 00 00

00 00 16 A9 6D 6F 6F 76 00 00 00 6C 6D 76 68 64

00 00 00 00 00 00 00 00 00 00 00 00 00 OO0 BB 80
00 07 D4 FD 00 01 00 00 01 00 00 00 OO 00 00 00
00 00 00 00 00 01 00 00 00 00 00 OO0 00 OO0 00 00

v Box[1] beam 18h 18h 3 ] Unknown box type
struct boxheader hdr beam [size=16]
uint32 size 24
struct fourcc type beam
byte value[4] beam
byte value[0Q] 98 'b'
byte value[1] 101 ‘e’

[

[
byte value[2] 97 'a'
byte value[3] 109 'm'

Figure 10. Structure of the BEAM atom with details (010 Editor)
The BEAM atoms found seem to hold information of some significance, but without the
ability to decode it there 1s no way of knowing what it means. Figure 9 and Figure 10 show the

same BEAM information from 2 different views.

RECORDED ON MACBOOK PRO DOWNLOADED

Offset Key Value Offset Key Value
0x00000000 -2 File Type (20 bytes) 0x00000000 47 File Type (24 bytes)
0x00000000 2w Header (8 bytes) 0x00000000 /@ Header (8 bytes)
0x00000008 & MajorBrand 0x00000008 & MajorBrand mpa2
0x0000000¢ & MajorBrandversion 0 (0x0) 0x0000000¢ & MajorBrandversion 0 (0x0)
0x00000010 i CompatibleBrand qt 0x00000010 | CompatibleBrand mpaz
0x00000014 -G Wide (8 bytes) REMOVED 0x00000014 & CompatibleBrand isom
0x00000014 awHeader (8 bytes) 0x00000018  4- 7w beam (24 bytes) ADDED
0x0000001C -7 Data (29072378 bytes) 0x00000018 % Header (8 bytes)
0x0000001¢ 72 Header (8 bytes) 0x00000020 & Unknown (16 bytes)
0x00000024 k Daa (29072370 bytes) | [0x00000030 4-7a File header (20765 bytes)
0x01bbIc16 4+ T Flle header (22476 bytes) 0x00000030 7w Header (8 bytes)
0x01bb9c16 7 Header (8 bytes) 0x00000038 7 Movie header (108 bytes)| DATA
0x01bb9cie @ Movie header (108 bytes)| DATA 0x000000a4 @ Track (11672 bytes) CHANGLE
0x01bb9c8a 72 Track (12676 bytes) CHANGE 0x00002€3¢ T Track (8977 bytes)
0x01bbcede @ Track (9684 bytes) 0x0000514d &g Data (29072378 bytes) NEW
0x01bbf3e2 4 @ySecond pass (18446744073680653378 bytes) 0x0000514d M Header (8 bytes) LOCATION
0x00000024 a2 (4 bytes) 0x00005155 & Dawa A - (29072370 bytes)
0x00000028 & 2 (145 bytes) 0x01bbed47 4 Second pass (18446744073680806926 bytes)
0x000000b9 2 (170 bytes) 0x00005155 %1 (63557 bytes)
0x00000163 a2 (173 bytes) DAT 0x0001499a 1 (23898 bytes)
0x00000210 a2 (167 bytes) N DA l,‘\ 0x0003baa9 a2 (4 bytes)
0x000002b7 72 (162 bytes) CHANGE 0x0003baad 22 (145 bytes) .
0x00000359 2 (166 bytes) 0x0003bb3e w2 (170 bytes) DATA
0x000003ff 72w 2 (166 bytes) 0x0003bbe8 a2 (173 bytes) CHANGLE
0x00003aab 71 (63557 bytes) 0x0003bc95 %2 (167 bytes)
0x000132f0 7 1 (23898 bytes) 0x0003bd3¢ a2 (162 bytes)

0x0003bdde 2 (166 bytes)

0x0003be84 %2 (166 bytes)

Figure 11. Structural changes made to video recorded on MacBook Pro
Figure 11 shows more significant changes made to the video recorded on the MacBook

Pro in Photo Booth. Some metadata atoms were removed, some replaced, and others discarded.



Neither the checksum of the file nor the audio stream of the file in Figure 11 match the

original file. However, the video stream remained the same, and so did all related video stream

metadata.

When files were sent via the Android application there were different results based on the

file size, resolution, and method of recording. Table 7 shows the changes which occurred to the

videos created and sent from the Android platform. All files re-encoded had a change in video

bitrate, resolution, and none of the file hashes matched the original file.

1Table 7. List of all files recorded on Android phone with reasons for re-encoding

Sending Recording Resolution & File Notes Re-
Platform Application size encoded
Native Camer: Re-encoded because it was brought in from
Android A a ; 41 1080HD > 64MB mternal storage, full HD resolution, and yes
P exceeded 64MB
720 HD . .
Android WhatsApb (WhatsApp ‘Was not re-encoded because it was created in e
’ ABAPE ABADE ‘WhatsApp and did not exceed 64MB ’
recording)
Android Native Camera 1080HD < 64MB Re-encoded becau‘se lhé resolution was full HD ves
app and came from internal memory :
. Max lt.:ngl.h Recording exceeded 64MB and thus was re-
Android ‘WhatsApp recording in encoded yes
‘WhatsApp
Android | Open Camera <HD < 64MB File was passed through with only a small o
change to metadata
. , . . File was re-encoded because file size exceeded
Android | Open Camera <HD > 64MB . yes
64MB
Android | Open Camera | 720D < 64MB File was re-enched becguse resolution 1s HD yes
and came from an internal memory
File Size

File size was a critical factor in determining the processing that each file was subjected to

while being sent. The file size of videos uploaded was limited to 64MB for media sent from

Chrome web, Macintosh, or Windows 10 applications. Videos sent from Android that were larger

than 64MB were all re-encoded, regardless of other factors.




Resolution

The resolution of files sent determined the treatment upon uploading in some instances.
On Chrome web, Macintosh, and Windows 10 the resolution was of no consequence in this
experiment (the only limit on uploading was file size). For the Android phone the resolution only
affected the condition of re-encoding if the resolution was HD or larger and the video was

uploaded from internal storage (as opposed to being recorded in WhatsApp).

Method of Recording

The method of recording affected files on the Android platform only. For the videos
recorded in WhatsApp there would be re-encoding only if the recording reached the file size limut.
The Iimit of the file size 1s 64MB. Once the limit was not reached all videos recorded in
WhatsApp were not re-encoded, but simply re-wrapped.

For files that were created on the Android phone via ‘Camera’ application and Open

Camera there was no observed effect on the file related to the method of recording.

Metadata

The metadata of all files sent through WhatsApp was changed through the upload process,
albeit in varying degrees. The files which saw the least changes were those created on the Android
devices - there was the removal of the “FREE SPACE” atom, along with minimal rearrangement

of metadata chunks, and an additional entry marked “BEAM”.
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0x00000018 4. 7@beam (24 bytes)

0x00000018 | 4 7@wHeader (8 bytes)

0x00000018 i : i [§ Size 24 (0x18)
0x0000007c i | i.J§ Name beam
0x00000020 | i.[J§ Unknown (16 bytes)

Figure 12. BEAM atom and its contents shown as a directory tree (MediaConch)

All files which were uploaded and sent inserted BEAM into the header, a 24-byte atom that
holds information which was unable to be decoded 1 this experiment. The origin of the BEAM
atom could not be fully verified, although some research pointed to the possibility that it may be
from the Beamr[37] encoding tools which are utihized by some companies for media file
optimization to make files smaller. The Beamr video encoder 1s not freely available, and a request
to the company for an FFMPEG plugin was not responded to up until the time of publishing this
paper. The BEAM atom 1s consistently present in all of the downloaded files examined.

Some mstances of files had more metadata removed overall than others. The video created
on the MacBook Pro went through numerous changes 1n file structure, as seen i Figure 11.

In the Windows file a “USER DATA” atom was observed. The imformation could not be
decoded to determine whether the information identifies the sender of the file. This 1s shown on

the next page in Figure 13.
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> 32 1A
Template Results - MP4.bt &
Name Start i Comment
Box[0] ftyp oh ¢ Q File Type Box
Box[1] beam 18h Bg Unknown box type
Box[2] uuid 30h Fg: Bg: Unknown box type
Box[3] moov 58h g: Bg: Movie Box
struct boxheader hdr moov [si 58h Fg: Bg:
Box[0] mvhd 60h Fg: Bg: Movie Header Box
Box[1] trak cCh 4A3Bh Fg: Bg Track Box
Box[2) trak 4B07h 3C45h Fg Bg Track Box
udta ______[s7ach __[ash ____[Fg By [UserDataBox |
udta [size=61] 874Ch 8h Fg: Bg:
meta 8754h 35h Fg: Bg: Unknown box type
Xtra 8789h 8h Fg: Bg: Unknown box type
mdat 8791h 2F242A7h Fg:  Bg: Media Data Box

Figure 15. “User Data” located in the file created on the Windows computer

0x02f2c9db 4. User Data (69 bytes)

0x02f2c9db @ Header (8 bytes)

0x02f2c9db Bk Size 69 (0x45)
0x02f2c9df Bk Name udta
0x02f2c9e3 @ Metadata (53 bytes)

0x02f2c9e3 aw Header (8 bytes)

0x02f2c9e3 53 (0x35)
0x02f2c9e7 meta
0x02f2c9eb |k Version 0 (0x0)
0x02f2c9ec & Flags 0 (0x0)
0x02f2c9ef @ Metadata Header (33 bytes)

0x02f2c9ef 4. @ Header (8 bytes)

0x02f2c9ef i Bk Size 33(0x21)
0x02f2c9f3 Bk Name hdir
0x02f2c9f7 } Version 0 (0x0)
0x02f2¢c9f8 Flags 0 (0x0)
0x02f2c9fb Type (Quicktime)

0x02f2coff Metadata type mdir
0x02f2ca03 Manufacturer

0x02f2ca07 Component reserved flags 0 (0x0)
0x02f2ca0b Component reserved flags mask 0 (0x0)
0x02f2caof I Component type name

0x02f2ca10 T List (8 bytes)

0x02f2cal0 . g Header (8 bytes)

0x02f2ca10 & Size 8 (0x8)
0x02f2ca14 Bk Name ilst
0x02f2ca18 @ Text - Xtra (8 bytes)

0x02f2ca18 4.y Header (8 bytes)

0x02f2ca18 & Size 8 (0x8)
0x02f2calc L. | Name Xtra

Figure 14. "User Data" atom structure of file created on Windows computer

In Figure 14 the “USER DATA” atom 1s shown with the data in a ‘tree’ structure, showing

the category and hierarchy of information. This information remained intact through the transfer



of the file through WhatsApp. There was no observed data that identified the source of the file, or
any other user specific information in this atom.

In an Android file a “USER DATA” atom was also observed with noticeably different
mformation. Figure 15 below shows less data than the Windows file shown in Figure 14 on the
previous page, but it seems to be more specific than the information in the Windows file’s “USER
DATA” atom. However, the information in the Android file 1s not human readable would need to
be decoded to ascertain what it represents. Figure 16 below shows the same information i a

hexadecimal editor.

0x0000008c 4@ User Data (38 bytes)

0x0000008c aw Header (8 bytes)

0x0000008c .. [ Size 38 (0x26)
0x00000090 .. |§ Name udta
0x00000094 a.rgyText - xyz (30 bytes)

0x00000094 4. gy Header (8 bytes)

0x00000094 j Size 30 (0x1e)
0x00000098 k Name ©xyz
0x0000009c .. | Size 18 (0x12)
0x0000009e .. [§ Language 5575 (0x15¢7)
0x000000a0 .. | Value +13.1630-059.4842/
0x000000b2 - /mw Metadata (121 bytes)

Figure 15. "USER DATA" in Andrord file

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 OO
00 00 00 00 00 00 00 00 00 00 00 03 Ko uReIvAIviI)

75 64 74 61|00 00 00 1E|A9 78 79 7A (00 12 15 C7 udta....Oxyz..:
2B 31 33 2E |31 36 33 30|2D 30 35 39 (2E 34 38 34 @+13.1630-059.484
32 2F

00 00 00 79 6D 65 74 61 00 00 00 21 68 64 p4j...ymeta...!hd
6C 72 00 00 00 00 00 00 00 00 6D 64 74 61 00 00 1r

Figure 16. Android "USER DATA" atom i hexadecimal form

A “USER DATA” atom was not found in all Android files, and there was no noticed pattern as to
when this atom would be generated. Of note 1s the fact that the information was not passed on

when the file was sent. The “USER DATA” atom was not found in any of the downloaded files.
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File Hash

In all instances once a video file was sent through WhatsApp it experienced some level of
change, and so the hash value changed regardless of the method of sending or the device used to
send. However, the file hash of all files downloaded remained the same regardless of the devices
used to download them. Table 8 shows the checksums of some original files compared to the

downloaded versions of those files.

Table 8. Checksums of original files compared to the same videos downloaded

Created on
Created on Chromebook macOS Created on Windows

cce6f00366dc9805e91t54a3 | 3aeal 28ceb0c62ba62d6116  05223ca2bb30dcl{fc489¢2

Original ¢049919d091a0e241551df4 88dblcatta8704251fe9c63c | 8ce76adee 3t33efe8atIt40
ad82bc852842¢30ch 93126470eebeaddae 4b21ba7dbsdaca8bf

Downloaded on {45¢cdf9c1a86682562a7ecIf | 118d27968deB8918dfa84813  3324232408e8eeda7adce90

Chr book 12924978ed8953443a9d1d  6053a7cb7440533db9793ct | €885f200a63ccba2d52b663
omeboo 66b6b26a000e89bb0 3fa5c83eb9830aela 1b1279522d3fa2e202

Downloaded on {45¢cdf9c1a86682562a7ec9f  118d27968deB8918dfa84813 3324232408e8eeda7adce90

Macintosh 12924978ed8953443a9d1d  6053a7cb7440533db9793ct  €885fa00ab3ccba2d52b663
66b6bI26a000e89bb0) c3fab5c83eb9830aeta 1bf2795a2d3fa2e202

Downloaded on {45¢cdf9c1a86682562a7ec9f | 118d27968deB8918dfa84813  3324232408e8eeda7adce90

Wind 12924978ed8953443a9d1d  6053a7cb7440533db9793ct | €885f200a63ccba2d52b663
ndows 66b6bf262000e89bb0 c3fascB83eb9830aeta 1b2795a2d3fa2e202

Stream Hash

Video and audio stream hashes changed depending on the device of uploading along with
the file size and resolution of the video - if conditions were met for re-encoding then the
video/audio payload would be modified. When either of the stream checksums changed
(suggesting re-encoding) there would also be a reflected change in resolution and bitrate, which
resulted in a smaller file size. This demonstrated that a method of knowing whether a file was re-
encoded was to simply compare the video stream checksum with the original. Table 9 on the next
page provides the video stream checksum values of the dataset, comparing the original files with

the downloaded files values.
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1able 9. Correlation of video stream checksums and re-encoded status (vellow for re-encoded,
green for not re-encoded)

File codec & File codec
Sending | Recording Resolution & Original video Downloaded video Re- © Codec X & format of
. . format of .
Platform | Application Filesize stream checksum stream checksum |encoded| .-, . received
original video .
video
6€982{60dba3b0b7fa | 7d453e55a43¢13223
. Native 1080HD > 6d794e8d85b309ect |7fde9a935415ch45H8d
es / / / /
Android 1o, eraapp] 64MB - [7ce67687b6¢513d75tb35328261543564b | YOS | AVE mpd [AVCE, mpd
a72776133b7 d9719004d987
790 HD 20c174164b919dc8tb |20¢174164b919dcB8tb
. 6367da35e4262e965 |6367dad5e4262¢965
Thate hate U / U /
Android | WhatsApp (W h{tzA}:)p A8b1f6abad8117ab2 148b1f6abad8117ab2 no AVC, .mp4 |AVC, .mp4
FeCOrangl H06aff542431hb 06aff542431b
{14bfd0e383b8bcafe |24a2211641{3359fc)H
. Native 1080HD < 761b3590900d35edff | 45668336b2{36da30 . ; ) ; }
Android Camera app 64MB e¢6b2892abb88cabecc | 80t6bt59a8¢87b7422 ves AVC, mpd [AVC, .mpd
47ee4b56b4 4832(64379¢
Max length c81bdecc36144b22e 1952a4028eat7c09dc8
. e B i 9676e510310c023b9 |27771ab321c51e8326 . ; ) ; }
Android | WhatsApp I \e;](})x (tlfgg, | 6r1933d4Mbeabd0324 | 62435 dacaf8495a4a yes AVC, .mp4 |AVC, .mp4
HABAPP - 100265105529¢ d6812695¢7
a7b9b6976e69ae792 |a7b9b6976e69ae792
. Open . 3ab99¢01ece8b5197 |3ab99e01ece8b5197 ; } ; )
Android |+ e | SHD <OMB g s 3h54bd806017 [8143c3bsabagosorz | "0 | AVE mpt [AVE, mpd
95032366ecHa0) 95032366ec6a0
2e98ccdc82435315e  |£171895db0b24a2356
. Open . b9c8f16t8f1121e9a2 |6c407807e5d3th91e . ; } ; )
Android |+ fera | <D > OB 501049¢8521 410162 [150ccds61d6e26esd | Y68 | AVE mpd [AVE, mpd
ead7a7536785 13b6¢t880c70
9b3764d132bd48e66 | 4dB81ca2b399f186d4
. Open ¢ S b3309c0b4322{66eb |861b4{7be68523030 . ; } ; )
Android | epy | 720HD < OIMB 5o s o6ecfThe2d272 |3253b2e5008161271 | Yes | AVE -mpd [AVC, .mpd
fcfOb2AT5df 75001492054¢
de342475dcbfdc234 |ded342475dcbfdc234:

) Open _ 797 cadabb1d6387¢7 |797cadabbld6387¢7 ; ) ; )
Chrome Camera <64MB a302¢83da0dsca016 |ad302¢83da0d5ca016 no AVC, .mpd AVC, .mp4
3631e37144592 3631e37144592

40ea64e8cc2916010 11 [40eab4e8cc29f60f0 11
o Photo iy ab905c664f4£330t6¢c  [ab905c664{4£330f6¢ AV ) ; )
macOS | pooth SOIMB a8 558744b71917c0f |868558F4b71917¢0F] " | AVE mov JAVC, .mpd
087d4628f 087d4628f
538129ab96ddi9b3a |5381a9ab96ddi9b3a
Windows Native iy 50eb92d60eabic9180 | 50eb92d60eabfc9 180 ; } ; )
10 Camera app < O4MB 1e2865e¢0d4202591d |1e2865e0d4202591d 1o AVC, mpd [AVC, .mpd

092ecb540d5b

092ecb540d5b
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File Size and Bitrates

Files sent via Chrome web, Macintosh, or Windows 10 application retained constant file

sizes and bitrates. The file size and bitrate changed only 1n files that were re-encoded; this occurred

i some of the files upload via Android. 7able 10 shows the files in which there was a reduction in

file size and bitrate.

Table 10. Rate of loss of data shown by file size and video bitrate

Original file File size after Original Bitrate after % difference
Attributes sizeg (MB) download % of data lost bitrate download between new &

(MB) (Mbps) (Mbps) old bitrates
Android |1080HD > 64MB 101 10 90.10% 20.4 2.025 90.079%
Android 720 HD 19.9 19.9 0.00% 3.8 3.8 0.00%
Android |1080HD < 64MB 25.3 2.57 89.84% 20.8 2.188 89.48%
Android | Mzxlensth 64.3 98.1 56.30% 3.789 1.659 56.92%

recording

Android | <HD <64MB 2.94 2.94 0.00% 2.479 2.479 0.009%
Android <HD > 64MB 93.3 52.4 43.84% 2.105 1.183 43.80%
Android | 720HD < 64MB 19.2 2.78 85.52% 14.9 2.184 85.349%
Chrome < 64MB 42.1 42.1 0.009% 17.3 17.3 0.009%
macOS < 64MB 27.7 27.7 0.009% 5.134 5.134 0.009%
W“i‘(l)"ws < 64MB 7.9 47.9 0.00% 8.016 8.016 0.00%
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Resolution

Resolution was key in determining the effect of re-encoding on the files sent.
All files sent from the Chrome web, Macintosh, or Windows 10 applications saw no changes to
resolution. From the Android application it was observed that resolutions higher than 720HD
were re-encoded regardless of other any other factors if uploaded from internal memory. Files with
a resolution lower than 720HD retained that resolution, once the file size was below 64MB.
Where the criteria were met for re-encoding, in each case the resolution changed to retain the

original aspect ratio, with the larger dimension of the video being limited to 640 pixels.

Table 11. Resolution change resulting from re-encoding afier upload

Attributes Orriginal Resolution Resolution after download Re-encoded
Android 1080HD > 64MB 1920 x 1080 640 x 352 yes
Android 720 HD 1280 x 720 1280 x 720 no
Android 1080HD < 64MB 1920 x 1080 640 x 352 yes
Android Max length recording 1280 x 720 640 x 352 yes
Android <HD < 64MB 1024 x 768 1024 x 768 no
Android <HD > 64MB 1024 x 768 640 x 480 yes
Android 720HD < 64MB 1280 x 720 640 x 352 yes
Chrome < 64MB 1920 x 1080 1920 x 1080 no
macOS$S < 64MB 1080 x 720 1080 x 720 no
Windows 10 < 64MB 1280 x 720 1280 x 720 no
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Codec

The codec of all files sent was MPEG 4 part 10, Advanced Video Coding (AVC), otherwise

known as H.264, and remained the same when downloaded.

File Format

The original file format of most of the files was MPEG4-part 12: ISO Base Media File
Format, denoted by the extension MP4. The exception was the file recorded on the MacBook

Pro, utilizing an MOV container. This MOV file was rewrapped as an MP4 file as illustrated in

Figure 11.

Framerate

Oniginal files that had a ‘constant’ framerate mode were changed to ‘variable’” once sent.
Files that had a constant bitrate were those created on the Chromebook and Windows devices.
The actual framerate of each file generally remained the same with a few slight differences. These

differences are shown in Table 12 as being a variance of 0.001 frames.

1able 12. Framerate changes to files

P | pocorte | Resoluton& Filesige | O Tmerate | Bowmoared | Difference
Android Native Camera app 1080HD > 64MB 30 30 0
Android WhatsApp 720 ?i?()(:(};ﬁgsApp 29.97 29.97 0
Android Native Camera app 1080HD < 64MB 20.053 20.052 0.001
Android WhatsApp Max le\‘ﬁhﬁ‘:z;’;‘l”“’ in 25.885 95.884 0.001
Android Open Camera <HD < 64MB 29.923 29.923 0
Android Open Camera <HD > 64MB 29.93 29.93 0
Android Open Camera 720HD < 64MB 29.931 29.93 0.001
Chrome Open Camera <64MB 30 30 0
macOS Photo Booth <64MB 20 20 0
Windows 10 | Native Camera app <64MB 29.435 29.435 0
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Duration

The length of the videos changed slightly in some cases, up to approximately 350
milliseconds. This didn’t seem to be dependent on the status of re-encoding of video/audio
streams, framerate changes, or any other measured factors. These changes seem negligible but are
changes nonetheless which may be of significance in some other area. The information on length

can be found in the appendix.

Color-space, Chroma Sub-sampling, Bit-depth

The color-space, chroma sub-sampling and bit-depth remained constant for files through
upload and download. In all cases color-space was YUV, chroma sub-sampling 4:2:0, and bit-depth

was 8 bits.

Keywords

The metadata of the files was analyzed with a ‘keyword’ search done through a script in
MATLAB. The first 10,000 characters were examined by the software. Table 13 on the following

page shows the keywords found, along with their respective offsets.



1able 15. Keywords found in metadata

Sending Recording . S . .. Keywords in
Platform Application Resolution & File size | Keywords in Original Dovmloaded
Android Natlvt(:qijlmera 1080HD > 64MB Offset: D1 -> android none found
. p ats set: D64 >
Android WhatsApp 720 HD (WlntsApp none found Offset D.() 4
recording) android
Android Natlvt(:qijlmera 1080HD < 64MB Offset: F7 -> android none found
. o Max length recording in
Android WhatsApp WhatsApp none found none found
Android Open Camera <HD < 64MB Offset: D1 -> android | Offset: E9 -> android
Android Open Camera <HD > 64MB Offset: D1 -> android none found
Android Open Camera 720HD < 64MB Offset: D1 -> android none found
Chrome Open Camera <64MB Offset: D1 -> android | Offset: E9 -> android
macOS Photo Booth <64MB none found none found
Windows 10 Natlvt(:qijlmera <64MB none found none found
Results

Structural changes have been shown to occur with every video file sent through WhatsApp.

The degree of change depends on the conditions under which the file 1s uploaded.

Changes observed ranged from minor structural changes with a re-wrapped video/audio

streams, to a re-encoding of the video and audio payloads.

Chromebook, Macintosh and Windows Uploads

Files uploaded could not exceed 64MB. (pg 18)

Only minor structural changes were observed after download. (pg 23)

Video stream checksum of downloaded files matched original file. (pg 51, 52, 53)

Audio stream checksum of downloaded files matched original file. (pg 51, 52, 53)

No observed resolution restrictions. ( 7able 1)
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Android Upload

Files sent from internal storage which were smaller than 64MB and lower resolution than
720HD underwent minor structural changes along with a re-wrapping of the original video and
audio streams.

Files recorded i WhatsApp and not exceeding 64MB underwent minor structural changes
along with a re-wrapping of the original video and audio streams.

The following conditions itroduced file re-encoding in addition to structural changes.
(Table 7)

e Files uploaded from mternal storage with 720HD resolution or greater.
e Files uploaded from internal storage larger than 64MB (regardless of resolution).
e Files recorded in WhatsApp and exceeding 64MB.

In all cases, all downloads of the same video produced identical files across devices. All file
hashes matched regardless of download device, platform or time.

All files framerate mode was converted to variable 1if the originally uploaded file had a
constant framerate.

Color space, chroma sub-sampling and pixel bit-depth all remained the same between the
original and downloaded files.

Audio bitrate, sample rate, and channel count remained constant between the original and

downloaded files.
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Observations and Recommendations

Based on the experiments the following recommendations can be made:

e Any device used to download a file from WhatsApp will yield an 1dentical file compared to
another device downloading that same file and so the downloading method/device doesn’t
matter.

e The file structure is consistent across downloaded files and may be useful as a starting point
i case of any file authentication efforts where one 1s trying to determine a file's provenance
or source n blind.

e All downloaded files contained a “BEAM” atom which was not present in the original file.
This appears to be an atom added to the header through file optimization that seems to be
built-in to WhatsApp.

All collected metadata can be viewed in the Appendix with comparison between the original

file and the downloaded versions of it.
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CHAPTER V
CONCLUSIONS

Based on the experiments carried out, the evidence shows that every video file that has
been sent via WhatsApp undergoes changes. The degree to which these changes happen are based
on the method of transmission and can be broken into 2 basic categories: pass-through and full re-
encode.

Pass-through occurs where the file’s video and audio streams remain unchanged, and the
structure of the file 1s modified to include a chunk of metadata named “BEAM?”. There 1s also a
stripping of some metadata from the file in some mstances and a reordering of the metadata atoms
depending on the original file. This means that the video and audio streams themselves are not
changed. They are the same as the original video on the original device. It 1s the data “around” the
streams that 1s changed.

Full re-encode occurs when the Android WhatsApp application changes the structure of
the video file and re-encodes the video and audio streams. The video resolution and bitrate are
changed, and the video/audio stream checksums are different in comparison to the original file.
Structural changes observed depend on the original uploaded file’s structure and can range from a
simple re-ordering of metadata atoms to deletion of some metadata. In all instances a “BEAM”
atom was added to the metadata.

When files were downloaded from all platforms used, the results were the same - file
hashes matched regardless of the method of download, suggesting that no changes are made to the
file by the downloading device. This also implies that the sending device makes the changes to

video files - whether it be pass-through or full re-encode - and the downloading devices simply
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receives a copy of the already encoded file. For forensic purposes this signifies that any device can

be used to acquire a file, once it is the same file sent.

Future Research

While a ‘signature’ could not be established from this research, it 1s the opinion of this
researcher that there may be some potential for establishing a pattern of changes to all video files
sent through WhatsApp as there are some common factors observed.

The “BEAM” atom added to all files sent holds some data albeit a small amount, but this
may prove to be helpful in establishing a pattern.

All files created on the devices used in this experiment utilized the same media codecs, and
there was only one MOV container while all others utilized MP4 containers. Various containers
are common on mobile devices but were not covered due to the original scope of this research. It
may be of some significance to examine other frequently used codecs and containers to establish a
pattern of changes.

Forwarding video files and sending them to multiple accounts was beyond the scope of this
research but 1s a common practice among users. This may be an area where other changes occur
to a video file.

WhatsApp Statuses 1s a similar feature to Snapchat Stories - it allows users to post a piece
of media for their contacts to see, not exceeding 30 seconds, and the media ‘disappears’ from the
public view after 24 hours. Video files uploaded through this feature may be modified and can be

an area research.
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APPENDIX

Data collected on file - Android, 1080HD > 64MB

Source of file Original file
Original
Operating System Android
Recording
Application Camera app
Attributes 1080HD > 64MB
File name VID_20200904_0q
5746
Offset: D1 ->
Keywords found android
Container MPEG 4
File size - MB 101
Duration (s.ms) 41.535
Overall Bitrate -
Mbps 20.4
89c775c683doocfd
File hash dg959724905716f10
(SHA 256) gber2d4og55728bo
4dgeo49855f6bcc
. 6eg82f6odbagboby
Vldei;:ffam fabd794eSdS5bgoq
(SHA 256) ec67ce67687b6ch1
3d75faz2776133b7
. b8238f76aagbq685
Audio S 6 qibg6843c4aan
(SHA 256) 19£5884210d7bd555
2 gbgbd88ueo7e4s
Framerate mode
(video) Variable
Video Codec AVC
Resolution 1920 x 1080
Colorspace YUV
Chroma
subsampling 4:2:0
Video Bit depth
(bits) 8
Video bitrate
(Mbps) 20.2
Framerate 30
Audio bitrate
(Kbps) 96
Audio Sampling
rate(KHz) 48
Audio Channels 2

File1

Downloaded on
Android

Android

Camera app

1080HD > 64MB

VID-20200904-
WA0024

none found
MPEG 4
10

41.508

2.025

d8ebaco20cd2cb8a
417a37cd5019b5135
cda82ecedbidaq6e
67c392898e8qg7fo

7d453e55a43c13223
7fdeqaqgg54foch4b
8dfhg532326154356
4bdg7fgooddg8y

5f36ab6dc1063a0dg

8c8foayfaocboryal
8g2be8bbbazagfeo
cebbfbaodcezbad

Variable
AVC
640 x 352
YUV

4:2:0

1925
30

48

Downloaded on

Chromebook
Android

Camera app
1080HD > 64MB

WhatsApp Video
2020-09-04 at
10.01.45

none found
MPEG 4
10

41.508

2.025

d8ebacozocdec68a
417a37cd5019b5f35
cda82ecebbi4agb2
67c392898e897fo

7d453ebdadgcig223
7fdegagg54f5cb4b
8dfbg532326154356
4bdg7fgoo4dg87

5f36abdcio63aods
8c8foayfaocborya8
892be8bbbazagfeo
cebbfbaodcezhad

Variable
AVC
640 x 352
YUV

4:2:0

1925
30

48

Downloaded on

Macintosh
Android

Camera app
1080HD > 64MB

WhatsApp Video
2020-09-04 at
10.01.45

none found
MPEG 4
10

41.508

2.025

d8ebacozoc42cb8a
417a37cdb019b5f35
cda82ecedbi4ag62
67c392898e897fo
7d453ed5a4gc13223
7fdegagg54foch4b
8dfbg532326154356
4bdg7fgoo4dg87
5f3babdciobgaods
8c8foayfaocborya8
892be8bbbazagfeo
cebbfbaodcezhad

Variable
AVC
640 x 352
YUV

4:2:0

1.925
30

48

Downloaded on
Windows

Android

Camera app
1080HD > 64MB

WhatsApp Video
2020-09-04 at
10.01.45

none found
MPEG 4
10

41.508

2.025

d8ebacogocdzacb8a
417a37cdb019bdf35
cda82ecedbidagbe
67¢392898e897fo

7d453eb5adgc13223
7fdegagg54f5ch4d
8dfb3532326154356
4bdg7fgoo4dg87

5f36a6dcio63aodg
8c8foazfaocboryal
8gabe8bbbazagfeo
cebbfbaodceghad

Variable
AVC
640 x 352

1.925
30

96

48

44



Data collected on file - Android, 720 HD < 64MB (WhatsApp recording)

Source of file
Original
Operating System
Recording
Application

Attributes

File name

Keywords found

Container
File size - MB
Duration (s.ms)

Overall Bitrate -
Mbps

File hash
(SHA 256)

Video stream
hash
(SHA 256)

Audio stream
hash
(SHA 256)

Framerate mode
(video)
Video Codec
Resolution
Colorspace

Chroma
subsampling

Video Bit depth
(bits)

Video bitrate
(Mbps)

Framerate

Audio bitrate
(Kbps)

Audio Sampling
rate(KHz)

Audio Channels

Original file

Android

WhatsApp
720 HD

VID-20200904-
‘WAoo10

none found
MPEG 4
19.9

44.031

3.8

1a2eq4eb4fifoaoyd
gdfedogesf884067
g702f167d365dbbg
1dif77eqcbeebfc

20c174164bgfgdc8f
b6g67dagbed262eq
6548bif6abad8uya
beo6aff542431b

g8e1607d8ocaboia
bbobegcg2adgbog
8co2f50992769acq
180100€0e85003349

Variable
AVC

1280 x 720
YUV

4:2:0

3.711
29-97

g6

48

File ¢

Downloaded on
Android

Android

WhatsApp
720 HD

VID-20200904-
WAo0025

Offset: D64 >
android

MPEG 4
2929
44.031

3.8

dg3641db83276453
a44175150162cb166
22404a1252053€1521
geabbc6o418a0

20c174164bgfqdc8f
b6367dagsed262eq
6548bif6abad8uya
boo6affs42431b

g8e1607d8ocaboia
bbobegcg2adgbog
8coafbogga769acq
180100€0e85003349

Variable
AVC
1280 x 720
YUV

4:2:0

3.711
29-97

96

48

Downloaded on
Chromebook

Android

WhatsApp
720 HD

WhatsApp Video
2020-09-04 at
10.00.37

Offset: D64 ->
android

MPEG 4
199
44.031

3.8

dg3641db83276453
a44175150162cb166
2240421252953 €151
geabbcbo418a0

20c174164bgfgdc8f
b6g67dagbed262eq
6548b1f6abad8i17a
beo6aff542431b

g8e1607d8ocaboia
bbobeqgcg2adgbog
8co2f50992769acq
180100€0e85003349

Variable
AVC

1280 x 720
YUV

4:2:0

3.71
29-97

g6

48

Downloaded on
Macintosh

Android

WhatsApp
720 HD

WhatsApp Video
2020-09-04 at
10.00.37

Offset: D64 >
android
MPEG 4

19.9

44.031

3.8

dg3641db83276453
a44175150162cb166
22404a125a053e1521
geabbcbo418a0

20c174164bgfgdc8f
b6367dagsed262eq
6548bifbabad8uya
beo6affs42431b

g8e1607d8ocaboia
bbobegcg2adgbog
8coafbogg2769acg
180100€0e85003349

Variable
AVC

1280 x 720

3.711
29-97

96

48

Downloaded on
Windows

Android

WhatsApp
720 HD

WhatsApp Video
2020-09-04 at
10.00.37

Offset: D64 ->
android

MPEG 4
19-9
44.031

3.8

d33641db83276453
a44175150162cb166
22404a1252953€1521
geabbcbo4i8ao0

20c174164bgfqdc8f
b6367dagsed262eq
6548bif6abad8u7a
beo6affb42431b

g8e1607d8ocabola
bbobeqgcg2adgbog
8coafbogga769acg
180100€0€85003349

Variable
AVC
1280 x 720
YUV

4:2:0

3.71
29-97

g6

48



Source of file

Original

Operating System

Recording
Application

Attributes

File name

Keywords found

Container
File size - MB
Duration (s.ms)

Overall Bitrate -
Mbps

File hash
(SHA 256)

Video stream
hash
(SHA 256)

Audio stream
hash

(SHA 256)
Framerate mode
(video)
Video Codec
Resolution
Colorspace

Chroma
subsampling

Video Bit depth
(bits)

Video bitrate
(Mbps)

Framerate

Audio bitrate
(Kbps)

Audio Sampling
rate(KHz)

Audio Channels

Data collected on file - Android, 1080HD > 64MB

Original file

Android

Camera app

1080HD < 64MB

VID_20200929_23
o

Offset: F7 ->

android
MPEG 4
25.3
10.176

20.8
8174058783427¢91
6chagb8bdedebign
5512egbodagd8yde
gbf8e5583860dob

fi4bfdoeg83b8bcaf
e761bg5gogoodgse
dffe6b28g2abb88c
abeccdyeedb56b4d

bgc7dogbf489c662
fie7o330d12924722
856eceqgigoodda8
8b1227bagqgyoage

Variable
AVC

1920 x 1080

4:2:0

20.7

20.053

96

48

File g

Downloaded on
Android

Android

Camera app

1080HD < 64MB

VID-20200930-
WAooo1

none found
MPEG 4
2.57

9.841

2188

827f20771e3fb54210
41e6569d4ocgo7f52
fa8dgq26603d4bg6
472203410297

24ag211641f3359fch
45668336bafz6dag
080fbbf5ga8c87by
4924832f64379c

57700f8fc6egccg28
239100f5769678d18
cbo8fafcboggafdoy
578bbicesfafy

Variable
AVC
640 x 352
YUV

4:2:0

2.102

20.052

96

48

Downloaded on
Chromebook

Android

Camera app
1080HD < 64MB

WhatsApp Video
2020-09-29 at
23.12.15 (1)

none found
MPEG 4
2.57

9.841

2188

8a7f20771€3fb4210
41e6569d4ocgo7f52
fa8dgg26603d4bg6
472203410a9C7

24ag01641f3359fch
45668336baf36dag
080f6bf5ga8c87by
4924832f64379c

57700f8fcbegecga8
239100f5769678d18
cbo8fafcboggafdoy
578bbicesfafy

Variable
AVC
640 x 352
YUV

4:2:0

2.102

20.052

96

48

2

Downloaded on
Macintosh

Android

Camera app
1080HD < 64MB

WhatsApp Video
2020-09-2 at
23.12.15 (1)

none found
MPEG 4
2.57

9.841

2.188

8a7f20771e3fh5421€
41e6569d4ocgo7f52
fa8dgg26603d4bg6
472a03410a9cy

24a2211641f3359fch
45668336baf36dag
080f6bf5ga8c87by
4224832f64379c

57700f8fcbc3cc328
239100f5769678d18
cbo8fafcboggafdoy
578bbicegfafy

Variable
AVC
640 x 352
YUV

4:9:0

2.102

20.052

96

48

Downloaded on
Windows

Android

Camera app
1080HD < 64MB

WhatsApp Video
2020-09-29 at
23.12.15 (1)

none found
MPEG 4
2.57

9.841

2188

8a7f20771€3fb5421€
41e6569d4ocgo7foa
fa8dgq26603d4bg6
472203410a9c7
24ag211641f3359fcd
45668336bafz6dag
080fbbf5ga8c87by
4924832f64379c

57700f8fc6egccg28
239100f5769678d18
cbo8fafcboggefdoy
578bbicegfafy

Variable
AVC
640 x 352
YUV

4:2:0

2.102

20.052

96

48

46



Data collected on file - Android, max length recording (WhatsApp)

Source of file
Original
Operating System
Recording
Application

Attributes

File name

Keywords found
Container
File size - MB
Duration (m:s)

Opverall Bitrate -
Mbps

File hash
(SHA 256)

Video stream
hash
(SHA 256)

Audio stream
hash
(SHA 256)

Framerate mode
(video)
Video Codec
Resolution
Colorspace

Chroma
subsampling

Video Bit depth
(bits)
Video bitrate
(Mbps)
Framerate

Audio bitrate
(Kbps)

Audio Sampling
rate(KHz)

Audio Channels

Original file

Android

WhatsApp
Max length

recording

VID-20200929-
WAo050

none found
MPEG 4

64.3

2122

3789
bae856637bdgecgd
bg4bogaoccdfze18
47dabbd8bc2555a8
dabcgacdeeqbdffo

c81b4eccg6144baze
g676e5fog10c023b
g6fdgg3d4fbeabdo
324c02651055a9¢

7cgcc1446bfbadfsb
g74agb4547bugeo
0e4558e245e8832¢
7760608dao5030d

Variable
AVC

1280 x 720
YUV

4:2:0

3.692
25.885

g6

48

File 4

Downloaded on
Android

Android

WhatsApp
Max length

recording

VID-20200930-
‘WAo0002

none found
MPEG 4
28.1

2:22

1.659

dicog779220a€7ff6
a0442dc6gadbdffe
c2eo8e25397cd63fd
a08eqobd70d762

952a4028eaf7cogd
c82777fabge1chie8
32662435daefaf84q
5a4ad6812695¢7
c484cq8e749d47ce
ebie25a59705e2196
ge7ecH454d4985co
12a66660be886do

Variable
AVC
640 x 352
YUV

4:2:0

1.56
25.884

96

48

Downloaded on
Chromebook

Android

WhatsApp
Max length

recording
WhatsApp Video
2020-09-29 at
23.12.15

none found
MPEG 4
28.1

2122

1.65g

dico27792a0ae7ff6
a0442dc6gadbdffe
c2e08e25397c¢d63fd
a08eqobdyod762

g52a4028eaf7cogd
c8a777fabge1cd1e8
32662435daefaf84q
5a4ad6812695¢7
c484cq8e74qddyce
ebie25a59705e2196
ge7ecH454d4985co
12a66660be886do

Variable
AVC
640 x 352
YUV

4:2:0

1.56
25.884

g6

48

Downloaded on
Macintosh

Android

WhatsApp
Max length

recording

WhatsApp Video
2020-09-20 at
23.12.15

none found
MPEG 4
28.1

2:22

1.659

dico27792a0ae7{f6
a0442dc6g2dbdffe
c2e08e25397cd63fd
ao8eqobd7od762

952a4028eaf7cogd
c82777fabge1c51e8
32662435daefaf84q
5a4ad6812695¢7
c484cq8e749d4yce
ebie25a59705e2196
ge7ecd454d4g85co
12a66660be886do

Variable
AVC
640 x 352
YUV

4:2:0

1.56
25.884

96

48

Downloaded on
Windows

Android

WhatsApp
Max length

recording
WhatsApp Video
2020-09-29 at
23.12.15

none found
MPEG 4
28.1

2:22

1.659

dicoe7792a0ae7ff6
ao442dcbgadbdffe
cee08e25397cd63fd
ao8eqoddyod762

g52a4028eaf7cogd
c82777fabgaichie8
32662435daefaf84q
5a4ad6812695¢7
c484cg8e749d47ce
ebie25a59705e2196
ge7ec5454d4g85co
1aa66660be886do

Variable
AVC
640 x 352
YUV

4:2:0

1.56
25.884

96

48

47



Source of file

Original

Operating System

Recording
Application

Attributes

File name

Keywords found

Container
File size - MB
Duration (s.ms)

Overall Bitrate -
Mbps

File hash
(SHA 256)

Video stream
hash

(SHA 256)

Audio stream
hash

(SHA 256)
Framerate mode
(video)
Video Codec
Resolution
Colorspace

Chroma
subsampling

Video Bit depth
(bits)

Video bitrate
(Mbps)

Framerate

Audio bitrate
(Kbps)
Audio Sampling
rate(KHz)
Audio Channels

Data collected on file - Android, < HD < 64MB

Original file

Android

Open Camera

<HD < 64MB

VID_z0201011_072
319

Offset: D1 >
android

MPEG 4
2.94
9.941

2.479
27ef4c1f501234651c
2d6gbg5891970dcg
eo71iec8gbaoeaffsg
727dc6faag84a
a7bgbbg76e69aey
g23abggeorece8bb
1978143c3b54bd80
69f795032366ecba
0

£55761b3381a6570e
baobaf5fbaidficag
98f2384185c45671ff
4foggefababy

Variable
AVC

1024 x 768
YUV

4:2:0

2.075
29-923

96

48

File 5

Downloaded on

Android
Android

Open Camera

<HD < 64MB
VID-20201011-
‘WAo0002
Offset: Eg ->
android
MPEG 4
2.04
9.9%
2.479
dbcecalaaf7gg67e
bf50a5614boccgc16
cb81cayaoacgbrybe
95597e739d78fo
a7bgbbg76e6gaey
923abggeolece8bs
1978143c3b54bd8o
69f795032366ecba
0
£55761bgg81a6570€
baobaf5tbaidficeg
08f2384185¢456711f
4foggefababy
Variable
AVC
1024 x 768
4:9:0
8
2.075
29-923
96
48

Downloaded on

Chromebook
Android

Open Camera
<HD < 64MB
WhatsApp Video

2020-10-11 at
07.25.11

Offset: Eg ->

android
MPEG 4
2.94
9.9%1

2.479
dbcecalaaf79367e
bf50a5614boccgc16
cb81cayanacgb176¢
95597e739d78fo
a7bgb6g76e6gaey
g23abggeolece8bb
1978143c3b54bd8o
69f795032366ecba
0

£55761bg38126570€
baobef5fbaidficeg
98f2384185c45671ff
4foggefaboby

Variable
AVC

1024 x 768
YUV

4:2:0

2.075

29-923
96

48

Downloaded on
Macintosh

Android

Open Camera
<HD < 64MB
WhatsApp Video

2020-10-11 at
07.25.11

Offset: Eg ->
android

MPEG 4
2.94
9.941

2.479
dbcecalaaf7qg367e
bf50a5614boccgc16
cb81cayaoacgbrybe
95597e739d78fo
a7bgbbg76e69aey
g23abggeorece8bb
1978143c3b54bd8o
69f795032366ecba
0

£55761b3381a6570¢
baobaf5tbaidficag

98f2384185c45671ff

4foggefababy

Variable

AVC

1024 x 768

YUV

4:2:0

2.075
29-923

96

48

Downloaded on

Windows
Android

Open Camera
<HD < 64MB
WhatsApp Video

2020-10-11 at
07.25.11

Offset: Eg ->

android
MPEG 4
2.94
9.941

2.479
dbcecalaafygg67e
bf50a5614boccge16
cb81cagaoacgb176¢
95597e739d78fo
a7bgbbg76e6gaey
923abggeolece8b)
1978143c3b54bd8o
69f795032366ecba
0

£55761bg381a6570€
bao6afbtbaidfices
08f2384185c45671ff
4foggefababy

Variable
AVC

1024 x 768
YUV

4:9:0

2.075
29923

96

48

48



Source of file

Original

Operating System

Recording
Application

Attributes

File name

Keywords found

Container
File size - MB
Duration (m:s)

Overall Bitrate -
Mbps

File hash
(SHA 256)

Video stream
hash
(SHA 256)

Audio stream
hash
(SHA 256)

Framerate mode
(video)
Video Codec
Resolution
Colorspace

Chroma
subsampling

Video Bit depth
(bits)

Video bitrate
(Mbps)

Framerate

Audio bitrate
(Kbps)

Audio Sampling
rate(KHz)

Audio Channels

Data collected on file - Android, < HD > 64MB

Original file

Android

Open Camera

<HD > 64MB

VID_z0201011_073
028

Offset: D1 ->
android

MPEG 4
93-3

6miis

2.105

acH6bb78fb1120d85
7257afgef6dfaegad

19938764ceg7faga
3038a078dfbfea

aeg8ccdc82435315e
bgc8fi6f8f1121e9a2
5g9do4ge85214fo162
ead7a7536785
ddod580813e5133a8
67dgc288a4998a7f
dabagfid55f5bog61
do24c2e8678cf3

Variable
AVC

1024 x 768
YUV

4:9:0

2.001

29-93
g6

48

File 6

Downloaded on

Android
Android

Open Camera

<HD > 64MB

VID-20201011-
WAo0003

none found
MPEG 4
5.4

6muis

1183

cae67e68828978c3
6224bba88c1462f4f
ccy8dfbscogfggeib
gfafgbg7f673d5

f17£895dboba4asgb
66c407807e5d3tbg
1e150ccd561d6e26¢
5digb6cf88oc70

bfbgobaadc624043
42dfog8f8b7docog
5dogcduf58107d70
ebdggog71e4a76d

Variable
AVC
640 x 480
YUV

4:2:0

1.084
29-93

96

48

Downloaded on
Chromebook

Android

Open Camera
<HD > 64MB

WhatsApp Video
2020-10-11 at
07.44.14

none found
MPEG 4
524

6miis

1183

cae67e68828978c3
6224bba88c1462f4f
cc78dfb5cogfggcib
gfafgbg7f673d5

f17f8g5dbobe4a2g5
66c407807e5d3fbg
1e150ccd561d6e26¢
5cdigb6cf88oc70

bfbgobazdcb24043
42dfog8f8b7docoq
5dogcduf58107d70
ebdggog7ieda76d

Variable
AVC
640 x 480

1.084
29-93

96

48

Downloaded on
Macintosh

Android

Open Camera
<HD > 64MB

WhatsApp Video
2020-10-11 at
07.44.14

none found
MPEG 4
524

6miis

1.183

cae67e68828978c3
6224bba88c1462f4f
ccy8dfbscogfgge1b
gfafgbg7f673d5

fi7£8g5dbobe4asgb
66c407807e5d3tbg
1e150ccdb61d6e26¢
5digb6cf88oc70

bfbgobagdc624043
49dfog8f8b7docog
5dogcdnf58107d70
ebdggog71eda;6d

Variable
AVC
640 x 480
YUV

1.084
29-93

96

48

Downloaded on
Windows

Android

Open Camera
<HD > 64MB

WhatsApp Video
2020-10-11 at
07.44.14

none found
MPEG 4
524

6muiis

1183

cae67e68828978¢c3
6224bba88c1462f4f
ccy8dfbbcogfggeib
gfafgbg7f673d5

f17f895dboba4asg5
66c407807e5d3fbg
1e150ccd561d6e2bc
5digb6cf88oc70

bfbgobaadc624043
42dfog8f8b7docog
5dogeduf58107d70
ebdggog71e4a76d

Variable
AVC
640 x 480
YUV

4:2:0

1.084
29-93

96

48

49



Data collected on file - Android, 720 HD < 64MB

Source of file Original file
Original
Operating System Android
Recording
Application Open Camera
Attributes 720HD < 64MB
File name VID_20201013_073
641
Offset: D1 ->
Keywords found android
Container MPEG 4
File size - MB 19.2
Duration (s.ms) 10.816
Overall Bitrate -
Mbps 14.9
14755699 cd88f44c
File hash 549852422a10df72c
(SHA 256) dagqd776ca808fgs
8025377986758f3
Video stream 9b3764d132bd48eb
6bggogcob4322f66
hash
(SHA 256) ebb536f26ecfibead
a72fcfgbafff5df
. bicbbafiicogdi72g7
Audiostream 1y 6 fatae5a675
hash 4ageabogSobdficy
(SHA 256) gb154983fc4488
Framerate mode
(video) Variable
Video Codec AVC
Resolution 1280 x 720
Colorspace YUV
Chroma
subsampling 4:2:0
Video Bit depth
(bits) 8
Video bitrate
(Mbps) 14.6
Framerate 29.931
Audio bitrate
(Kbps) 96
Audio Sampling
rate(KHz) 48
Audio Channels 2

File 7

Downloaded on
Android

Android

Open Camera
720HD < 64MB

VID-20201015-
WAoo033

none found
MPEG 4
2.78

10.693

2184

b712¢6{ff5573b4126
13071afdg602afo7f1
fg6682befog224736
50f6eobbdf4

4d81cazbgqqfi86d4
861b4f7be685f2303
03253b2e509816127
17500142054¢

2d186ba2cg69fi8231
e780c7218¢057bcib
o1ebe7424705fcboa
2dc4398bgb6o1

Variable
AVC

640 x 352

4:2:0

2.09
29-93

96

48

Downloaded on
Chromebook

Android

Open Camera
720HD < 64MB

WhatsApp Video
2020-10-13 at
073738

none found
MPEG 4
2.78

10.693

2.184

b712c6£ff5573b4126
13071afdg602afo7f1
fg6682befog24736
50f6eobbdf4

4d81cazbgqgfi86d4
861b4f7be685f2303
03253b2eb0g816127
175001492054c

2d186b2acg69f18231
e780c7218e057bcib
o1ebe7424705fcboa
2dc4398bgbo1

Variable
AVC
640 x 352
YUV

4:2:0

2.09
29-93

96

48

Downloaded on
Macintosh

Android

Open Camera
720HD < 64MB

WhatsApp Video
2020-10-13 at
07:37:38

none found
MPEG 4
2.78

10.693

2.184

b712c6fff5573b4126
13071afdg602afo7f1
fg6682befog224736
50f6eobbdf4

4d81cagbgqofi86d4
861b4f7be685f2303
03253b2e509816127
175001492054¢

2d186ba2c369f18231
e780c7218¢057bcib
olebe7424705fcboa
2dc43g8bgbor

Variable
AVC
640 x 352
YUV

4:2:0

2.102

20.052

96

48

Downloaded on
Windows

Android

Open Camera
720HD < 64MB

WhatsApp Video
2020-10-13 at
07:37:38

none found
MPEG 4
2.78

10.693

2184

b712¢6{ff5573b4126
13071afdg602afo7f1
fg6682befog224736
50f6eobbdf4

4d81cazhgqqfi86d4
861b4f7be685f2303
03253b2e509816127
175001492054¢

2d186baacg69f18231
e780c7218e¢057bcib
o1ebe7424705fchoa
2dc4398bg6o1

Variable
AVC
640 x 352
YUV

4:2:0

2.102

20.052

96

48



Data collected on file - Chromebook, < 64MB

Source of file Original file
Original
Operating System Chrome
Recording
Application Open Camera
Attributes < 64MB
File name VID_20200908_19
0919
Offset: D1 ->
Keywords found android
Container MPEG 4
File size - MB 49.1
Duration (s.ms) 20.405
Opverall Bitrate -
Mbps 17.3
cce6foo366dcg8od
File hash egff54agcodqqigd
(SHA 256) ograoegd1bhidfdad
82bc852842cg0ch
Video stream degdad5debfdesy
4797ca4abbid6387
hash cyagozc8gdaoddca
(SHA.256) 0163631e37144592
Audio stream dobbdabgci4ongbd
hsh
(ST 1T eez2ed8aoeb8oc
Framerate mode
(video) Constant
Video Codec AVC
Resolution 1920 x 1080
Colorspace YUV
Chroma
subsampling 4:2:0
Video Bit depth
(bits) 8
Video bitrate
(Mbps) 17
Framerate 30
Audio bitrate
(Kbps) 96
Audio Sampling
rate(KHz) 44,
Audio Channels 1

File 8

Downloaded on

Android
Chrome

Open Camera

< 64MB

VID-20200910-
WAo013

Offset: Eqg ->
android

MPEG 4
421
20.405

173
f45cdfgc1a8668256
2a7ecgflage4gy8e
d8g53443a9d1d66b
6bf26a000e8gbbo

deg42475dcbfdceag
4797ca4abbi1d6387
c7agozc83daoddca
016363137144592

dobbd26gc14o1196d
ga7ier7cgg4ofoddar
deaogb2oa2qc4bf4
eez2ed8aoeb8oc

Variable
AVC
1920 X 1080

4:9:0

17
30

g6

444

Downloaded on

Chromebook
Chrome

Open Camera
< 64MB

WhatsApp Video
2020-09-10 at
10.12.35

Offset: Eg ->

android
MPEG 4
421
20.405

17.3
f45¢dfgc1a8668256
2a7ecqfiagedqgy8e
d89g53443a9did66b
6bf26a000e8gbbo
deg42475dcbfdcag
4797ca4abb1d6387
c7agozc8gdaodsca
0163631€37144592

do5bda63c14o1196d
ga7ierycggdofoddar
deaogb20a2qgc4bf4
eezed8aoed8oc

Variable
AVC
1920 X 1080

4:2:0

30
g6

444

Downloaded on
Macintosh

Chrome

Open Camera
< 64MB

WhatsApp Video
2020-00-10 at
10.12.35

Offset: Eq ->

android
MPEG 4
491
20.405

17.3
f45cdfgc1a8668256
2a7ecqfiagedqgy8e
d8g53443a9di1d66b
6bf26a000e8gbbo

deg42475dchfdcag
4797ca4abbid6387
c7agoac8gdaoddca
0163631€37144592

dobbda63c14o1196d
gayierycggdofoddal
deaogbg0a2qgc4bf4

eezed48aoeb8oc

Variable
AVC
1920 X 1080

YUV

4:2:0

17
30

96

444

Downloaded on

Windows
Chrome

Open Camera
< 64MB

WhatsApp Video
2020-09-08 at
19.10.23

Offset: Eq ->
android

MPEG 4

49.1

20.405

173
f45cdfgc1a8668256
2a7ecgfiagedqy8e
d8953443a9d1d66b
6bf26a000e8gbbo

deg42475dcbfdceg
4797ca4abb1d6387
c7agoac83daodsea
0169631€37144592

dodbda26gc14o1196d
ga7ier7cggdofoddal
deaogb20a2qc4bfs

eezed48aoeb8oc

Variable
AVC
1920 x 1080

4:2:0

17
30

96

444



Source of file
Original
Operating System

Recording
Application

Attributes
File name

Keywords found
Container
File size - MB
Duration (s.ms)

Opverall Bitrate -
Mbps

File hash
(SHA 256)

Video stream
hash
(SHA 256)

Audio stream
hash
(SHA 256)

Framerate mode
(video)
Video Codec
Resolution
Colorspace

Chroma
subsampling

Video Bit depth
(bits)

Video bitrate
(Mbps)

Framerate

Audio bitrate
(Kbps)

Audio Sampling
rate(KHz)

Audio Channels

Data collected on file - macOS, < 64MB

Original file

macOS

Photo Booth
< 64MB

Movie on g-4-20
at 1.36 AM

none found
MOV

277

44.762

5.2

gaeai28cebocbaba
62d61f688dbicaffa
8704251feqcbgcgsn
26470eedeaddae

4oeab4e8ccagfbof
o1fabgo5c664f4f3g
0f6c868558f44b719
17e0f087d4628f

geo7aciclaofschbe
d2567¢7e08a0a276
43fe679c6fb661bo
2cddbc78754d45e

Variable
AVC

1080 X 720

4:9:0

5134

20
64

444

File g

Downloaded on
Android

macOS

Photo Booth
< 64MB

VID-20200904-
WAoo19

none found
MPEG 4
277

44768

5199
18d27968de8qf8df
a848136053a7cb74
40533dbg79gcfcgfa
5c83ebg830aefa

4oeab4e8ccagfbof
o01fabqobc664f4f33
of6c868558f44b719
17e0f087d4628f

begdgoba8dbigoob
aoqg721cadcy4034fo
86609g78fo7cazogb
04a818bacba8c7b

Variable
AVC

1080 X 720
YUV

4:2:0

5134

20
64

444

Downloaded on
Chromebook

macOS

Photo Booth
< 64MB

WhatsApp Video
2020-09-04 at
11.53.15

none found
MPEG 4
27.7

44.768

5199
118d27968de8qf8df
a848136053a7ch74
40533dbg79scfcsfa
5c83ebg830aefa

4oeab4e8ccagfbof
o1fabgo5c664f4f33
0f6c868558f44b719
17e0f087d4628f

begdgobe8dbigoo6
aog721cadbc4034fo
8660978fo7cazogb
04a818bacba8c7b

Variable
AVC

1080 X 720

4:2:0

5134

20
64

444

Downloaded on =~ Downloaded on
Macintosh Windows
macOS macOS
Photo Booth Photo Booth
< 64MB < 64MB

WhatsApp Video = WhatsApp Video
2020-09-04 at 2020-09-04 at

11.53.15 11.53.15
none found none found
MPEG 4 MPEG 4
27-7 27-7

44.768 44.768
5199 5199

18d27968de8gf8df 118d27968de8qf8df
a848136053a7cb74  a848136053a7cb74
4o0533dbg79scfcgfa 40533dbg7ggcfesfa
5c83ebg830aefa  5c83ebg830aefa

4oeab4e8ccagfbof  4oeab4e8ccagfbof
01fabqobc664f4f3g  o1fabgo5c664f4f3g
of6c868558f44b719  0f6c868558f44b719
17e0f087d4628f 17e0f087d4628f

begdgoba8dbigoo6  begdgobe8dbigoot
aog721cadcy4o34fo aogyaicadcy4ozdfo
8660978fo7cazogh  8660q78fo7cazogb

04a818bacba8c7b  04a818bac6a8c7b
Variable Variable
AVC AVC
1080 X 720 1080 X 720
4:2:0 4:2:0
8 8
5134 5134
20 20
64 64
441 441
1 1



Data collected on file - Windows 10, < 64MB

File 10

Source of file Original file
Original
Operating System Windows 10
Recording
Application Camera app
Attributes < 64MB
File name WIN_20200904_10
_51_38_Pro
Keywords found none found
Container MPEG 4
File size - MB 47.2
Duration (s.ms) 49.367
Opverall Bitrate -
Mbps 8.016
05223cagbbgodeiff
File hash c48qgca8cerbadeer
(SHA 256) 3f33efe8afgf4o4ber
baydbbdaca8bf
Video stream s381agabg6ddfgbs
hash aboebgadboeabfcq
(SH/iS< 56) 1801e2865e0d42025
2 gidogzech54odsb
. ga244e368cceoood
Auio SN ghfiedbesdiat3s
8o81ebechbgafdfogd
(SHA 256) 3¢b6g8bi5ag505
Framerate mode
(video) Constant
Video Codec AVC
Resolution 1280 x 720
Colorspace YUV
Chroma
subsampling 4:2:0
Video Bit depth
(bits) 8
Video bitrate
(Mbps) 7.899
Framerate 29.435
Audio bitrate
(Kbps) 179
Audio Sampling
rate(KHz) 48
Audio Channels 2

Downloaded on
Android

Windows 10

Camera app

< 64MB

VID-20200904-
WAo0026

none found
MPEG 4
47.2

49.367

8.016

3324232408e8eeday
a4ceqoe885fanoab
gccbazd52b6631bfa
795a2d3faze202
5381a9abgbddfgbg
aboebgadboeabfcq
1801e2865e0d42025
gidog2ecbd4oddb

ga244e368cceoood
e8bfiedbegdi26355
8o81ebechgafdfogh
3cb6g8b1bagiod

Variable
AVC

1280 x 720
YUV

4:2:0

7-899
29.435

179

48

Downloaded on
Chromebook

‘Windows 10

Camera app
< 64MB

WhatsApp Video
2020-09-04 at
13.20.19

none found
MPEG 4
47.2

49.367

8.016

3324232408e8eeday
a4ceqoe885faooab
gccbazd52b6631bfa
795a2dgfage202

5381a9abgbddfgbg
aboebgadboeabfcg
180162865€0d42025
g1dog2ecbd4odsb

ga244e368cceoood
e8bfle4begdi26355
8o81edechbgafdfog)
3cb698b15ag505

Variable
AVC
1280 x 720
YUV

4:2:0

7-899
20435

179

48

Downloaded on
Macintosh

‘Windows 10

Camera app
< 64MB

WhatsApp Video
2020-09-04 at
13.20.19

none found
MPEG 4
47.9

49.367

8.016

3324232408e8eeday
a4ceqoe885faooab
gccbazdb2b6631bfa
795a2dgfazea02
5381a9abg6ddfgbg
aboebgadboeabicq
1801€2865e0d42025
gidogzecb540d5b

ga244e368cceoood
e8bfiedbesdi26355
8o81ebechgafdfogd
3cb6g8bibaghod

Variable
AVC
1280 x 720
YUV

4:9:0

7-899
20.435

179

48

Downloaded on

Windows
‘Windows 10

Camera app
<64MB
WhatsApp Video
2020-09-04 at
13.20.19

none found
MPEG 4

47.9

19367

8.016

3324232408e8eeday
a4ceqoe885fanoab
gccbazdb2b6631bfa
795a2dgfazez02
5381a9abgbddfgbg
aboebgadboeabicg
1801€2865€0d42025
gidogzecb540d5b

ga244e368cceoood
e8bfle4begdi26355
8o81ebechgafdfogd
3cb698b15ag505

Variable
AVC

1280 x 720

7-899
20435

179

48



Details on devices used

Device Make | Device Model Cipetiing OS version VVhats.App Function IMEI Serial Number
System version
B AR c 5 5/c o, |4
Nokia 6/TA-1000 Android 7.11 2'20'197'20/2' Sending only :35‘)40/087508343/3 DiCGAPE74150
20.200.22 55457087308337 0312
Redmi Note 5 o
Xiaomi (unlocked Android 9 (MIUL Global 2:20197.20/2. Recieving only 86979403?56{62/ /8 e4d56a81
bootloader) 11.0.3.0) 20.200.22 6794036561629
Hewlett ) ( ) ) Sending & -
Packard Chromebook x2 |  Chrome OS 85.0.4183.133 2.2035.14 recieving n/a 5CD8379QZ]
Apple MacBook Pro Macintosh Mojave 10.14.6 027.10 Sending onl: n/a Co2JaDSe DTY4
PP 13inch, mid 2012 . JAVE 1045 22027 g only ‘ 23UR3
iMac, 27 inch, . . Lo DGKLLoPYFS8J
Apple Late 2013 Macintosh Mojave 10.14.6 2.2035.15 Recieving only n/a C
NXGGSAAOOS
Aspire E5- . ] Sending &
Acer 525/N16Q2 Windows 10 2.2035.14 recieving n/a Z)?)4QOCEE760
Details on camera applications used
. . Operatin .
Device Make | Device Model P g OS version Camera App Camerg app
System used version
. . Camera a
Nokia 6/TA-1000 Android 7.1 2 9PP 7.0110.24
(native)
Nokia 6/TA-1000 Android 7.1.1 Camera App 1.48.2
Hewlett
Chromebook x2 |  Chrome OS 85.0.4183.133 Open Camera 1.48.2
Packard
MacBook Pro . .
Apple . . Macintosh Mojave 10.14.6 Photo Booth 10.0(1009)
13inch, mid 2012
Aspire E5- . Camera a
Acer P Windows 10 . pPp N/A
575/N16Q2 (native)




