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During the design of an electrical instrument for calculating
continuously the solution of nine simulieansons equations of the first degres,
it seemed that a modification of the apparatus might lend itself to a chance
arrangement of the alphabet gufficlently rendem in nature to be useful sz &
military cipher. This apperatus and its circuits are illustrated im

Figures 1 amd 2, respectively.
The primciple employed with the insgtrument in its simplest farm is

(1, 2, 3) connected ip series with
disl poslitlons representing the latters of the glphebet, and with & constemtb,
centrolled volitage supplied to the circuit by & smsll dry cell., Hillivelt

meters, (1, 2, 3) are connected in perallel with each rheostet. It is obvious,
then, that the smallest movement of amy ome dieal changes the readings of all
three meters. It is proposed that impositiom of the letters of the clear
message in sequence upon these disls will preduce meter readings whose values
will depend upom the randowm sppesrsnce of the lwo preceding

message as illustrated belom

Iable 1
Clear Exsmples Preceding Letterg
1. B - - - -
2' A A b n L
3. B - ¥ - BA
he | - & - AN
54 A A = i BA
6. B - B - -
Te 4 A = M -
‘t ’ - g b
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Thus within ome word, "bamnemas®, the mster mumber for the letter "A® has beem
esteblished by the different preceding disl settings XB, HN, ANy while "N® has
values frem the combinatiome BA, AN, R4,

The ebvicus weakness of the clpher im this form existes in the
o¥eling of amy repested word in the ssme mesesge which has ome chance im three
of fallimg upon the pame diel durimg ciphering. mm:munmntm
effect upon the random appeareance of verious letters for the seme numbers in
tabulations made frem the cipher agaimst the clear for em ordimary shert
message, it wag comsidered objectiomable and was eliminated by introducing
cembined 13-step rheostats (4, 5) in series with the mein valtage comtrel (6)
which were chenged each time a selected high frequemcy leiter (such as B4 %, or
A) ecourred in the message, 8imce YEP appears approximately 13 times pew
hundred letters of English, there might be ome chance in 39 for cycling ef the
seme word within 1300 letters (or withim 250 words). Agein, the ceme three-
letter word, such as "man® or %the® mey be imposed upon the machine 13 times im
gsuccession before exact repetition of the cipher cam occur. This can be cem-
plicated further or extended with little difficulty if it is found to be
expedient.

Simce the tabulations above elso indicated some temdency fowr
particular letters to repeat fer low meter readings, additiomal varisble resis-
tances (7, 8, 9) were introduced in series at the lower moale end of each of
the three maim resistances (1, 2, 3), The meximum resdings of the meters cem
thus be adjusted with the maim voltege contrel (6) while the mimimum meter
readings cem be set with the ewxiliary rheostats (7, 8, 9). Repetitioms of the
same letter for the seme number were thus minimised gufficiently fer safety.
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It ig understood that meny ciphers,— substitution, transpositiom,
combinatiom, grill, syllabic or mechanical types,~ follow a definite and
repetitive pattern for the same key. However involved it be, if the patissm
is discovered, the entire system is revealed amd decypherimg becomes possible.
Where in the electrical cipher, each messsge lteelf is depemded upon imheremily
te produce a differemt petterm, amd where the imtroduction of evem a simgle
pell will also achieve a campletely differemt patterm for repetitioms ef the
same message,~ salwtion would seem to be cerrespemdimgly mere ebsiimate. It
may be argmed that electricsl cirecuits alse follow kmown formmulae but it wewld

be more tham difficult te calculate the relatiom betwesn millivelis, olms sud

nt for each word or combimatioms of worda.

Assuming that the circuite as established were sufficiemtly imvelved
for messages of ordinary length, security was atlempied by complicating the key
rether them the imstrument, Tabulatlon of the possible variations (which may

readily be imcreased) appeers in Table 2%

Table 2
él) $ Alphabet Pielss 24 x 24 x 24 = 13,824
2) 1 Main Veltage Regulatort 25 (1) = 25
i;; 3 Minimvm Voltage Dialst 24 x 24 x 24 = 13,824
4) 1 Autematic Voltage (hangert 13 = 13

5) Esy Bequences 8 = 8§
6) Cede Letterst 6 x 10 = 80
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While the mmltiplicatiom of these variables indicates am astrememicsl
nmber of keys mithout changing the alphsbet dials, it i3 always possible ﬁt
some wmexpected weaknesgs may develop. Since the instrument has beem presembed
in comparetively simple form, it 18 respectfully suggested that the existemce
of amy such defects cam probably be elimimated by elight additioms or mnd!.ﬂw
tions of the present circuits. The key for the sevenleen messages sulmitted is
ghown im Teble 3. For convemience, the dial (1, 2, 3) positioms hsve beem
numbered from 1 to 248 position 1 is a nmll while letters ®I® amd *J%, 98% end

HZ¥, have beem coupled.

Table 3

Setting

51; Meterss 1, 2, 3 "74% with rheostat #6 for positioms 24
2 Heterss 1, 2, 3 ¥50% with rheestets #7, 8, 9, for positiom 1

(3) Dislss 1, 2, 3 Alphebet rings with letter E® on positloms 22, 17,

13, respectively,
(4) Imitiel Dial
Bettingss 1, 2, 3 Positlomss *X® 8 12 1 24

(5) Scrembling Pisl #4 Chenge on "E®, positiens #O-11, imcl.
The following procedure is employed for calibrating the instrumeat fer

a particuler key with given alphsbet dials.
Iable &

(1.} 8et mechzmical seros of galvencmeters with switch eff.

(2.) Set dalals 1, 2, 3, at positions #24, and adjust meters 1, 2, 3 te
read ¥4% with rheostat #6. (#7» 8 9 at zere position).

(3¢) u%dm;l, 2, 3, at pmumﬂ, and adjmsmm 1, z, 3 u
read #50% with rheostats #7 8, 9 18 soquence. Check readisgs
for positions §24 mow becoms wygr,
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Table 4 — (continued)

(4.) 8et alphsbet rimgs for dials 1, 2, 3 so that letter "E¥ is
opposite positioms, #22, 17, 13, respectively,

(5.) Imitdal dial settingss #L - first letter of message

#2 - position #12
#3 ~ positiom #24

(64) Sorambling dial #4% chenge progressively from positiom #0
threugh #11 as letter "E® occurs in message.

(7.) Dial letters of the clear im sequemce, preceding from left te
right, and record meter reedings fer each letter. This ie the
cypher.

It ghowld be realized that these appsremt cemplicatioms disappesy
with familisrdity with the imstrument. Calibration can be checked in twe
minutes. The alphsbet rings (subject to inmmumerable variations) are idemideal,
with deliberate separation snd locatiom of high frequency letters. Evem
slight changes of eny ome of the kev pesitioms listed in Table 4 will change
the emiire cemplexiom of the cyphery mor cem the message be reduced to the

cleer witheut precise settings for each variable.

It is recognised that ome of the objectiems to this particular eypher
exists im heving dguble mumbers for each letter of the cleer im ils present
form, An enalysie of the Morse telegrephic code shows that there are a telal
of 83 separate signels (dots and dashes for 26 letters, all of which would be
used at rendem in a stendard cyphery,~ an gverage of 3.2 plemsls per letter.

By combimimg the 10 ghortest Morse lettersy E, T, X, M, 4, N, 8, 0, ¥, D, having
a totel of 22 signals, it is pessible to represemt all the musbers frem 20 te
99 with 2 total of 336 signsls,~ sn gverage of 42 slgmsls per letter of the
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clear as shown below)
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Tust 20 =00 2= 6= st=y
A =41 §3=8 7T5=I0 97 =8

The mechanical constructicm of the lmstrument, ils speed and acowracy
are begide the point for the present unless & new prineciple ef cypherinmg of

imterest to the Government can be developed. The present epparstus has suffi-

clent acouracy for dememsiratiom purposes. The use of high resistences
prevents MM‘M of the batiteries for lomg use or polarisation im com
timwous service for hours at a time. Oyphering amd decypherimg speeds with
complete manuel operation are approximately 6 to 10 letters per minute as
compared with am estimated 20 to 30 letters per mimute for mecheniocsl cryplo-
graphs, The present design msy be compressed withim & space of sbout 3* x 5° x
10®. Engimeering to print a tape with other awtemstic features would probably
increase its sisme,~ certeimly its speed and escouracy.

It should also be noted that, while errers in cyphering or decypher—
ing will produce a scrambled message im meny cryptographs,~ this instrwsemt will
retunt etrvecily 1o the clear within'3 Retbers after ssch sxvor yrovi .
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decyphering has emiltted no letters of the message nor employed the wremg dial
sequence.

In comclusion it should be emphasized thet we are umder no delusicms
cencerning owr gemeral igmoramce of crylegraphy; ner of the humsn imgemelby
applied over cemturies to the wmachleved development of an wmbreekable cypher.
This system is presemted with due humility for what it mey be worth amd with
the simcere hope that it can be useful during the natiomal emsrgemcy. Bvem its
consideration by the S8ignel Corps is highly appreciated. If further dememsive~
tiom or cooperatiom cam be of service in any degree, the War Deparimemt may be
assured of ouwr comtinued imtevrest end prompt respomse.

Respectfully submitted,

) S R S

Barmnghaw Cook
ECs¥D Ghief Hetsllurgist
ces Gel. Lippincott (3)/
File (4)
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COMMUWICATION WITH SECOMD DIVISION WILL BE DISCONTINUED UNTIL
JUNE THREE WITH THIRD DIVISIOE UNTIL FURTHER NOTICE STOP BEGIH-
NIEG AT ZERO ZERO FIVE ZERO STRICT RADIO SILENCE WILL BE OB~
SERVED UNTIL CONTACT WITH ENEMY HAS BEEN MADE STOP WIRE COMMUN-
ICATION WILL BE RESTRICTED TO ABSOLUTE MINIMUM REQUIREMENTS

BOVE FOUR BATTALIONS OF DOCE LABORERS IMMEDIATELY TO URLOAD
BAGGAGE OF SECORD CONTINGENT WHICH WILL ARRIVE AT TEN O CLOCK AM X

GAS ATTACK ON AIRDROME AT ZERO EIGHT FIFTZEN STOP NO CASUALTIES
IN SQUADRON PERSONNEL $TOP ARTIAIRCRAFT DEFENSE HAMPERED ATTACK
STOP AIRPLAMES NOW BEING CECONTAMINATED

ATTACK BEGAN THIS MORNING AT ZERO FIVE ZFRO FIVE O CLOCK WITH HEAVY
ARTILLERY SUPPORT AND ABOUT FIFTY TANKS 8TOP SECTOR OF OUR FIFTY
FIFTH DIVISION WAS PENETRATED TO ABOUT TWO HUNDRED YARDS STOP ENEMY
ARTILLERY VERY ACTIVE UNTIL ZERO SEVEN HUNDRED O CLOCK STOP OUR
COUMTER ATTACK BEGINS AT ZERO NINE HUNDRED

TO MAINTAIN SECRECY MOVEMENTS MUST BE URDER COVER OF DARKNESS AND
COVERED BIVOUAC AREAS MUST BE OCCUPIED DURING DAYLIGHT EOURS STOP
UNOBSERVED DAYLIGHT MOVEMENTS WILL REQUIRE THE RESBTRICTION OF HO&‘
TILE AIR OBSERVATION BY ANTIAIRCRAFT ARTILLERY AND COMBAT AVIATIOR

YOU WILL MOVE TO POSITION ON SOUTH MOUNTAIN TOMORROW COMPLETING
MOVE BY TEN PM STOP RED FORCES ESTIMATED AT TWO DIVISIONS ARE MOV
ING ON GETTYSBURG DASH HAHOVER ROAD STOP THIS DIVISION WILL CONTIN-
UE TO GUARD THE RIGHT FLANK OF OUR CORP8 STOP AMMUNITION WILL COR-
TINUE TO BE FURNISHED IN ANY AMOUNTS DESIRED BOTH FOR SEVENTY FIVES
AND FOR LARGE GUNS STOP GASOLINE FOR TRACTORS WILL BE OBTAINABLE AT
FOUR CORNERS AFTER EICHT AM TOMORROW

HOSTILE ATTACK HAS BEEN STOPPED IN FRONT OF BATTALION RESERVE LINE
IN RIGHT CENTER OF RESISTANCE OF THIRD INFANTRY STOP THIRD INFANTRY
I8 COUNTERATTACKING WITH REGIMENTAL RESERVE TO REESTABLISH FRONT LIKE

ENEMY TROOPS HAVE BEEN SIGHTED ON HIGH GROUND EAST OF GREENVILLE AND

IN THE VICINITY OF EAGLE LAKE STOP SEVERAL COMBAT PATROLS HAVE BEEN SENT
OUT TO GAIN CONTACT WITH THE ENEMY AND CAIN INFORMATIOR AS TO HIS8 EXACT
POSITION STOP WILL REPORT FURTHER ON THEIR RETURN

TERATTACK HAS BEFN DEFINITELY STOPPED EAST OF WHITE RUN
STOP MY LIME NOW EXTENDS FROM ROAD JUNCTION TWO THREE EIGHT TO THE
CROSS-ROAD OF FAUPLAY




