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ML confidentiality/privacy

• Model parameter/hyperparameter

• Training data

• Testing data

• Algorithms



Privacy vs. confidentiality

• Confidentiality: broader concept

• Privacy: related to sensitive information of human



Training data privacy

• Attacker’s goal
• Membership inference
• Property inference
• Training data distribution
• Training data reconstruction
• Attribute inference

• Attacker’s background knowledge
• Model parameters
• Prediction API

• Attacker’s capabilities
• Analyze model parameters
• Querying the prediction API



Membership inference attacks



Results



Training data distribution inference
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Testing data privacy

• Machine learning as a cloud service
• Query
• Predicted label

• Attribute/Feature inference
• Input

• Prediction results
• Partial features

• Output
• Missing features


