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Graphs are Ubiquitous
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Figure 3: Higher-order cluster in the C. elegans neuronal network (28). A: The 4-node
“bi-fan” motif, which is over-expressed in the neuronal networks (1). Intuitively, this motif
describes a cooperative propagation of information from the nodes on the left to the nodes on
the right. B: The best higher-order cluster in the C. elegans frontal neuronal network based on
the motif in (A). The cluster contains three ring motor neurons (RMEL/V/R; cyan) with many
outgoing connections, serving as the source of information; six inner labial sensory neurons
(IL2DL/VR/R/DR/VL; orange) with many incoming connections, serving as the destination of
information; and four URA neurons (purple) acting as intermediaries. These RME neurons have
been proposed as pioneers for the nerve ring (20), while the IL2 neurons are known regulators of
nictation (21), and the higher-order cluster exposes their organization. The cluster also reveals
that RIH serves as a critical intermediary of information processing. This neuron has incoming
links from all three RME neurons, outgoing connections to five of the six IL2 neurons, and the
largest total number of connections of any neuron in the cluster. C: Illustration of the higher-
order cluster in the context of the entire network. Node locations are the true two-dimensional
spatial embedding of the neurons. Most information flows from left to right, and we see that
RME/V/R/L and RIH serve as sources of information to the neurons on the right.

9

Biomedical networks



Graph-based Security Applications

Malicious user detection
in social networks Fraud detection in 

online auction network
Malware detection in 
machine-file graph



Node Classification

• Conventional methods
§ Random Walk (RW)
§ Loopy Belief Propagation (LBP)
§ Linearized Loopy Belief Propagation (LinLBP)
§ …

• Graph Neural Network
§ Graph Convolutional Network (GCN)
§ Graph Attention Network (GAT)
§ GraphSAGE
§ …

2011 ACM Turing Award



Node Classification

• Input
§ Undirected (or directed) graph
§ Node/edge features (optional)
§ Training set

• Labeled positive nodes (+)
• Labeled negative nodes (-)

• Output
§ Estimate labels of unlabeled nodes (?) simultaneously



Attacks to Graph-based Classification



Attacks to Graph-based Classification

• Threat Model
§ Attacker’s knowledge

§ Attacker’s capability

§ Attacker’s goal
§ Attacker’s target nodes (malicious) are misclassified as normal users



Attacker’s Knowledge

• Imagine you are a malicious user in social network (e.g., Facebook)
§ Facebook leverages graph-based classification method to detect malicious users

• Whether knowing Complete Graph

• Whether knowing Training Dataset

• Whether knowing Model Parameters



Attacker’s Capability

• Way 1: Modify the target node’s features
§ A malicious user can modify his profile so as to resemble benign user’s

• Way 2: Modify the target node’s local structure (add/delete edges)
§ A malicious user can buy followers or unfollow users

• Way 3:Modify both target node’s features and local structure
§ A malicious user can modify both his profile and buy followers/unfollow users



Attack Strategy

• Random attack

Random add/remove edges between
target node and other nodes.



Attack Strategy

• Delete-Add attack

First delete edges between
target node and its connected
positive nodes
Then add edges between
target node and random
selected negative nodes



Formulating Attacks as Optimization Problems

• Attacker’s knowledge: Compete graph, training set, model parameters
• Attacker’s capability: modify target nodes’ local structure
• Attacker’s goal: misclassify attacker’s target nodes (FNR=1)

Minimize total cost on all pairs of nodes

Misclassify attacker’s target nodes

!"# binary variable

Maximum number of modified edges

Adversarial matrix B: !"# = 1 means modifying the connection status between u and v
Cost matrix C: '"# is the cost of modifying the connection status between u and v



Optimization-based Attack vs. Heuristic Attacks



Attacks to Different Methods


